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NMHumpeHTbl
N paccniegoBaHng

1 100/ N/ s "2 0/

Bbipocno Konnyectso Bbipocno Konnyectso Bbipocno Konnyectso
ycnewHbix atak B 2023 paccnefoBaHU MHUNAEHTOB paccnenoBaHUM MHUMAEHTOB
komaHgom ESC B 2022 roay KomaHgom ESC 3a nepsble

9 mecaues 2023 roaa



ATaKyloT BCeX

FocyupexaeHns |

MPOMbILLNEHHOCTb 13% 6% PuHaHCOBbIE OpraHM3aLnn
6% [pyrve
6% Toprosng

(0]
MepunumHckmne yuypexaeHns _ 1 /0 5% O60pOoHHbIe NpeanpPUITS

3% TenekoMmmyHMKaLmm
o) %

Mouraann (I 0% 3 Capopa yoryr

3% TpaHcnopT

1% CMW

Hayka n o6pasoBaHue ‘_ 8% 0% BnokuyenH-npoekTbl




[TocnepcTBUg aTak

N0/ NNO/ N0/

HapyLueHne ocHOBHOW YTeuka KoHpUAEHUNANbHOM Yuwepb nHtepecam rocyaapcrea
AeATeNbHOCTU NHpopMaLUn



[MpakTnyeckasa pe3ynbTaTUBHOCTb

MaxPatrol SIEM

L3

PT Next-Generation
Firewall

L}

PT Industrial Security
Incident Manager

*®

PT Network
Attack Discovery

L]

PT Application
Firewall

W EYGELT ALY/

L}

MaxPatrol EDR

°

PT Sandbox

MaxPatrol HCC

LLENb

Kaxxabin npoayKT
B CBOEM KJlacce npuHOCUT
NpakTU4YeCcKnn peaysnbTar.
Ne 1B nHAYyCTPUA

« [MonHOCTbIO NOKPbIBAET MOAENb Yrpo3
N NPefoCTaBASeT KaYeCTBEHHYIO 9KCMepTun3y
« He TpebyeT oT VIb-kOMaHab! BbICOKOW
KBanurKaumm n akcnepTnsbl
+ MakcrmanbHO aBTOMaTU3NPYET NPOLECChHI
N NOKa3blBaeT NU3MEPUMbIN pe3ynbTat



PesynbTa

PeweHunsa

CeTeBada be3onacHoOCTb:
26 NnpoayKToB

—d
—

MpoaykTt
N TEXHOMorum

 MaxPatrol SIEM | [ MaxPatrol EDR |

(PTsandbox | [ PTNAD | PTNGFW
[ MaxPatrol VM ]E]




PesynbTa

PeweHunsa

MpoaykThl
N TEXHOMorum




PesynbTa

PeweHunsa

MpoaykThl
N TEXHOMorum




MpoaykThl
N TEXHOMorum

PeweHunsa



Y3HaTb 6onblue

PT NGFW

CospgaH nHxXeHepamMun g NMHXeHepoB

/ﬂonp,ep)KKa PdunbTpaunn \ /

(s

ob6cTBeHHbIN IPS

LleHTpannsoBaHHas
Ha ocHoBe: cucTtema ynpassieHus

= |P-agpeca
= 30Hbl 6e30MacHOCTN
= llgpeHTndunkatopa nonbloBaTens

= TpaHCnopTHOro NpoTokKona
n nopta

= [lpunoxeHuns nnu kateropum
MPUIOXEHWNIA

= [lencTBun Nonb3oBaTend
B MPUNIOXEHNN

«  GeolP
« FQDN

= URL kaTeropumn

3awmTa NJaocCKoCcTm
ynpaBfieHud

= L3

= vWire (C BOBMOXHOCTb
n3ameHeHns VLAN meTku)

MapuwpyTunsauus:
= Cratunyeckas
-  OSPF

OTKasoycTon4ynBbIN KlacTep
Active/Standby

(co6CTBEHHBIN NPOTOKON ANg
CUHXPOHM3auum ceccuin, He VRRP)

OTKpbiTbiN API

\_

Moppep)xmBaemMblie peXxXuMb:

J1

(He Bepum cypukaTtam
N BaM He coBeTyeM)

CurnHatypbl oT PT ESC
Catchrate L1>75%

ormyeckKkad cermeHTauund
BupTyanbHble KOHTEKCTbI

BupTyanbHble MapLipyTn3aTopsl
(VRF)




PT NGFW

OT1 100 M6uT/c go 300 N'éunTt/c Ha Nnnatdopmax x86 6e3 OOMNONHNTENBbHbIX

annapaTHbIX ycKopuTenen

4 )

Mnapwne
nnatdpopmbl

PT NGFW 1010
= 566ut/cL7FW /1,3 MPPS
= 585 M6éwut/c IPS

PT NGFW 1050
= 97T6ut/cL7FW /3,2 MPPS
= 4T6nt/cIPS
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KopnopaTuBHbIN
CermMeHT

PT NGFW 2010
= 40 T6wut/cL7FW /7 MPPS
= 12T6ut/cIPS

PT NGFW 2020

= 23T6ut/cIPS

PT NGFW 2050
- 140 6ut/c L7 FW /12 MPPS
- 3276ut/cIPS

\_

~

= 40T6ut/cL7FW /8,5 MPPS

/

Y3HaTb 6onblue

-

LleHTpbl 06paboTku
OaHHbIX N KPYrMHblie oPUChI
PT NGFW 3010

= 140 T6éut/c L7 FW /15 MPPS
= 40 T6ut/cIPS

PT NGFW 3040
= 300 Tl6éwnt/cL7 FW /20 MPPS
= 60 6ut/cIPS

1



NHBecTULMN B NPOAYKTOBBLIN

noptdenb

[ OBLLME R&D PACXOAbI, M/IPA, P

2024
2023
2022

08
2021 |

1,9

2,8

5,0

e 8-10

| Pacxopgpl Ha nopaepxaHne NpoayKToB
Pacxoppl Ha pa3paboTKy HOBOW
bYHKLMOHANBbHOCTA NPOAYKTOB



Tekywune pesynbtatbl NGFW

N7 N

6bicTpee, yem Vendor X
Ha A4po

)

Mol ctanm Hardware
BEHA0POM Ha bymare u
no ¢akty

)

Mbl e 4MHCTBEHHbIE, KTO
cepTUdULMpPYyeTCcs No HOBbIM
TpeboBaHnam OCTIK

@ positive technologies

o
4% paloalto SOEE  FiRTINET

nnnnnnnn

\ W a

6bicTpee Vendor X Ha
cepsep

]

Mbl genaem 3TO
Kpacmso!



Km6epYCToi/’|t-W|BOCTb 6usHeca I:ﬂ

KoHcanTuHr B T ot npodpeccuoHanos Vb

= 3apaun UT n Ub 0/02/(0/0

= Kak coenatb Tak, 4Toobl U T-nHdpacTpykTypa MmakcumarnbHO
3aTpyaHsna Xn3Hb xakepam?

= Kak oueHnTb cTeneHb 3awmuweHHocTn T-nHdpacTpykTypbl?
= Kakme mapLpyTbl 6ygeT Ncrnob30oBaTh Xakep? BT 6_°ﬂbwe

B - XapakopUT

= [TokazaTb NyTb TpaHCchopmaunm IT B CTOPOHY KN6epyCTONUYNBOCTN

= [Tooxop Positive Technologies — 20+ neT Ha pbiHke V1B, Mbl 3Haewm,
KaK AyMaloT Xakepbl.

[lopoxHasa KapTa

PaspaboTaHa BregpeHra cnctema 3aBeplLueH

AKTYanm3npoBaHbl YnpaBneHue 3aBepLLUeH BTOpoi aTan AxTyannanposaHsl HC HC HeBO3MOXHbI Crparterus
nporpaMma ynpasneHna nepBbIi aTan HC v cueHapun aKTBamu noctpoerus SOC 1 cleHapun NT/VB
|Tpchd>opmaumm T/ﬂ:iBVIMOCTﬂMVI FOCTpoeHI/IFI SOC | lIIEHTpaﬂVBOBaHO | BHenpeH MeTa- | rrepeCMOTpeHa

KnéepyueHns PeanngosaHbl ny4wine npoAyKT Mo NONCKY
| gg?g’:l;"”('" | MogepHusnposaHa | ycneLFl)Jio | ABTO_""aT"'3V'p°BaH | npaktuky SDLC | YuacTue B Bug | Lernouek atak | Ku6eppucku |
| 0By | UT-undpactpykrypa | rpoBeneHb | naT4-MEeHeKMeHT | (a7an 2) | Bpunty | \ | 3aCTPaXoBaHb |
I I I I I I I I I I I I I I I I
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PT NGFW

Cnacumnbo!
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