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RuDesktop aBnaeTca NONHOCTbIO
POCCUNCKOU pa3paboTKoM

[lporpaMMHbIN KOMMNJIEKC YCNELUHO nNpoLuer
«rOCyAapCTBEHHYIO perncTpauunto nporpamMmmbl gns
I9BM» BHeCceH B peecTpe nporpamMmm nog
N2202266/530 ot 21.09.2022

BkntoyeH B EQWHBIN peecTp POCCUUCKUX MpOorpamMmm
ONA 9NEKTPOHHbIX BblYUCAUTENbHbIX MalWH 1 6a3
naHHbIX noa N215913 o1 09.12.2022.
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OnepaunoOHHble CUCTEMBI
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Windows Android

Lollipop (5.1) n cTapiie
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APXUTEKTYpa

CKBO3HOE 256-b6UTHOE @

LnppoBaHMe BCeX coe- Internet
OVUHEHWUI N JaHHbIX

[psiMoe nNogKayeHne K
LAN paboynm ctonam Windows

C KOMNbOTEPOB Mac U
HaobopoT
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EOonHaa KoHCOoMb
ynpaBfeHns Ha BCex
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Astrla, Debian, Ubuntu
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RUDESKTOP UEM

\ AAM\V/MIL VI ADPRALILAC L7 L7 L‘ FY\/IMmM\AII11ACIAALA
\" "..}-:1' " 'l I1b I H JaAabJ) | TIH—' AA H.."~-'-J-:~f..-’|lL- 'J-! [ 1% Yy MC -H AAMV

’-f"=‘Eﬁiz»\’#’\::}:i-':'-?-f HbIX YCTPOWUCTB

wﬂ~Jmmlﬂ¢n®§fﬁT-

‘4 RUDESKTOP




PewaeMble 3aga4un

CuncrteMHoe
agMUHNUCTPUpoOBaHme

Mopaynb ynpaBneHus
KOHOUrypaumamm

YpaneHHbIN goCcTyn TexHn4yeckaa nognepxka
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O6nayHaa Bepcus

YpaneHHoe ynpassieHune CoBMecCTHasda paboTa

3awmueHHoe coeanHeHne HTTPS (443 TekcToBbIN YaT

nopT, TLS npoTtokon) VIcTopusa nogknroyYeHnm

[lepepnava ¢pannos HeorpaHn4yeHHOE KOJIMYEeCTBO YNpaBArOLWMNX
AppecHasa KHUra YCTPOWUCTB

BpeMeHHbI U NOCTOAHHbIN NMapoJib HeorpaHn4yeHHOE KONIMYEeCTBO YNpaBAeMblX
YpaneHHasa nepesarpyska YCTPOWNCTB

[looaep>xka HECKOJIbKUX MOHUTOPOB TexHn4yeckasa nogaeprkka
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Baw pabo4uni
cTon YnpaeneHue yaaneHHoiM pabo4um
CTONIOM

NocneagHwe ceaHcol WMz20panHoe HawnaeHo AapecHas KHUra

757 204 398

NMaponb

Tern

byxrantepusa OupeKTop OTaen npogax OxpaHa PazpaboTumk CUCTEeMHbIN agMUHUCTPAaTOop
ECTb BOMpPOCHI UNu
Hawnu ownbky?

YaaneHHoe

. NMcesaoHUM
YCTPOWCTBO A

Mnatdopma WaeHTudukaTop

| Cnyxx6a noaaepxku

Monbzoeatenb@desktop-

S0 606 881 pgsalil

CamcoHoB Oner PazpaboTumk

158 101 615 PC@huawei EmenbaHos Knpunn OTaen npogax

516 834 367 @desktop-jurlpio KacTtbineea AHacrtacus Byxrantepus

CUCTEeMHDbIN
757 204 398 CemeH@ramires Baxapes CeMeH aaAMUHUCTpaTop,
Pazpabotumk

fotoso

MHTeppenc npnnoxXeHuns

e MOCTOSIHHbIN N BPEMEHHbI Naposib * VcTopus ceaHcos
e Teru e YO0OOHbIN MOUCK
o AZpecHast KHUra e [lepepava pannos
o OOpalleHune B cny>xby nogoep>xXku
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HacTponTh OKHO

Opuruxan
Y MEHbLUNTD

PacraHyTs

XopoLwuee xavecTeo nsobpa
CBanaHcupoeaHHOe KavyecTeo
boicTpoe epema peakunn

BOCE

s ~ ~ T 3
FeXUM NpocMoTpa

I loKazarTe yAaneHHbIN Kypcop

lNokaszarte KayecTeo

OTKNouNTL 3BVK

PaspewuTts Konuposaxmne u BcTaexy dannoe

Orknrounts Bydep obmena

Pexum koHOUMABHUMANBHOCTH

e Bbibop MOHUTOpPA e [lepepaya dannos
o [MOMHO3KPAHHbBIN PEXUM  Beop napons ot OC
e HacTpoika kayecTBa n3obpaxxeHus  3anycK OT MMeHV afMVHUCTpaTopa

OKHO MoAaKKYeHUS
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W3 YHETHOMN 33NKUCK NOCNE 33BEPLUEHNA CEAHCa

N
Pa
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NHTepdenc nn4yHoro

KabnHeTa
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f' RuDesktop 1.8.1 =  [lomou
9 Camconos Oner Bacinben [MaHenb ynpasneHusa [nagwas » laHens ynpasneHuns

Maxens B/IEHUA v
a2 ynpa MocnegHwue AencTBms

lNMonb3oBaTtenu
HepgocTynHo
Q KOMpTa lone3oBaTenu
@ Ceccum
AppecHas KHura
B Appeca
’) Teru

& lMonb3oBarenu

. NuueH3us

NcTopua ceccuin ¢ ykaszaHMeM gatbl U BpeMeHU, obbeM nepepaHHbiX ¢pannos
HacTpounka agpecHOU KHUMK

HacTpouka Teros

KOHTpONb Nonb3oBaTeneun

KOHTpOMb NULEH3NN
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JloKkanbHasa BepcuA

YpaneHHoe ynpaBneHune

[lepepada pannos

AppecHasa KHUra

BpeMeHHbIN 1 MOCTOAHHbIA NapOoJb
YpaneHHaa nepesarpyska
CoBMecCTHa4a paboTa

TekcToBbIN YaT

[opaep>XKa HECKONbKMX MOHUTOPOB

4) RUDESKTOP

MicTopmna nogKno4YeHnn

XpaHeHne gaHHbIX Ha CBOEM cepBepe
PaboTa B 3aKpbITOM NepuUMeTpe
NHTerpayna c AD, LDAP

NHTerpauua ¢ SIEM

YnpaBfieHne npaBamMu 1 ponamMu Ha
ocHoBaHuu rpynn AD

TexHn4yeckaa noggepxka



7 RuDeskiop 1.9.4 = [Jlowmoii
9 ECONie MNaHens ynpasneHus Mmaewas > MNaHens ynpasneHus

B8 Nauens BNEHUS -
el MNocnegHue oencTeus

YcTaHoBKa KnueHTos @ KoMnbroTepbl OHNANH
o 441436932 (host-

Windows (64 bit) m 33)
Q KoMnbioTepsl

Windows (32 bit)
s AstralLinux Orel U
== MocTtnl . .

Windows (nopTabensHbii)

2 _— : [o6asneHo “AstraLinux Orel”,

’-9 Ceccum Linux DEB (Ubuntu 1 Debian) -

Linux DEB (Astra) ubuntu server

Linux RPM (RedOS v RedHat) s

U3meHeHo Tun OS.
eca - ;

B Agp Linux RPM (AltLinux) c"p"“'""‘“
W Teru Mac OS Cxpunt  Maker ubuntu server

Android

; @ 1

PXE cepBep nux Windows
oe®e
“as* [pynnb ubuntu server
;!1, Moppa3spgenenuns ﬂﬂaT(bOprl [lo6asneHo “ubuntu server®.

& Monb3oBatenu
=3

b [purnawenus

&% OG6paujeHus

AncTpnbyTmBbl C NpeayCTaHOBNEHHbLIM CEPBEPOM
MOCTbl NOAKNKOYEHUA

HacTpouka rpynn nonb3oBarenen

HacTponka 6e3o0nacHoCTU, ABYXpaKTOpHaA aBTopm3aLms

MHTeppenc NnMYHOro
KabnHeTa
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NHTepdenc nn4yHoro

KabnHeTa

4) RUDESKTOP

f‘ RuDesktop 1.9.4

e rude@rude.ru

a8 Nawens yrpasneHus

Ceccum

Tun coeguHeHns

Q KomnbioTepb!

MocTsl

Ceccuun

B Appeca

’) Tern

‘aa* [pynnbi
-":'i Nogpaspgenenus

; Monb3oBatenu
5 Ceccum

@ MNpurnawexnuns

¢

Obpaiyenus

CepBep NogkIKYeHus
[nnTenbHOCTb ceccumn
[lepenaHHbI Tpaduk
[laTa ceccuu

Cratyc B ceTu

v Bbibpano 0 06beKToB M3 5

KnueHr

26338743 (desktop-i6kr33s)

183291431 (desktop-ckuike3)

183291431 (desktop-ckuike3)

183291431 (desktop-ckuike3)

87655145 (rude-client)

IcTopua ceccuit Bcex YCTPOWUCTB Ha cepBepe

Cepsep

424242961 (rude-lK)

87655145 (rude-client)

87655145 (rude-client)

87655145 (rude-client)

183291431 (desktop-ckuike3)

Monb3oBarens

rude@rude.ru

ANUTENbHOCTDL

3.42 seconds

45.63 seconds

13.53 seconds

52.79 seconds

Tpadppuk Craryc

0 Bytes OK

0 Bytes

0 Bytes

0 Bytes

0 Bytes

Havano

15anpena 2023 r. 11:15

13 mapTa 2023 . 7:37

13 mapTa 2023 1. 7:36

13 MapTa 2023 1. 6:18

13 MapTa 2023 r. 6:17

QeicTBus

X~

%X~
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B® [laHens ynpasneHus

@ KomnbioTephl
= MocTbl

& Ceccum
Y

YepHbIl CNUCOK

B Appeca

.) Tern

‘& pynnbi
N

=& llogpa3geneHus

+ €

& MNonb3oBaTenu

—

[fobasutb Mpynna | RuDesktop

Cnpaska MoapepxKa HaiTu KoMnbioTepst...

rpynnb| MaeHasa » Monb3osatenn > pynnbl > [obaeutb [pynna

OcHoBHas uHhopMaLus Monb3oBaTenu KomnbtoTepbl

*
Wms rpynnbi OTpen MapKeTuHra

Fpynna Active Directory OTaen MapKeTUHra

lMpaBa pocTyna

[NMpaBa gocTyna

MpocmoTp Co3pgaHue
KomnbloTepbl O
AppecHas KHUTa O
Monb3oBartenu O
pynnbl O
MNogpaspeneHus
MonuTUKK
MNopTan

WHBeHTapusayus

VI3mMeHeHue

Q

YoaneHue

NHuTterpauna ¢ AD n LDAP, ynpaBneHne npaBamMmu
N ponamMun Ha ocHoBaHwuu rpynn AD

CoxpaHuTb U NPOAOIKUTH

B

¥

Ncnonb3oBaHue npoTtokona LDAP (Lightweight Directory Access Protocol — O6neruenHsiii MNpotokon JocTyna K Katanory)
no3BonseT paboTtatb co cnyxobon katanora OC (Microsoft Active Directory, OpenLDAP u ap.). PaboTa ¢ HECKONbKUMMU
cny>kbamu Katasnora rno3BofiIseT CUHXPOHU3UPOBATb NMpasa nofb3oBaTtenen RuDesktop ¢ npaBamu nonb3oatenen Active

4 RUDESKTOP Directory.



JlokanbHada Bepcua + UEM

YpaneHHoe ynpaBJieHne

XpaHeHne gaHHbIX Ha CBOEM CepBepe
PaboTa B 3aKpbITOM NepUMeTpeE
NHTerpauuna c AD, LDAP

NHTerpauunsa c SIEM

YnpaBieHne npaBaMuy U PosaMM Ha
OocHoBaHuu rpynn AD

ABTOMaTU4YeCKOe OOHOBNEHNE KITUEHTA
YpaneHHasa ycTaHoBKa 1 nepeycTtaHoBka OC
YcTaHoBKa n obHosneHune 0O Ha

yCTPOWCTBaX UK rpynnax yCTPoONCTB

4) RUDESKTOP

YoaneHue 1O Ha ycTpoucTBax Unum rpynnax
YCTPOWUCTB

YpoaneHHoe BbINONIHEHNE KOMaHL4

YpaneHHOoe UCNOJTHEHWE CKPUMTOB

3arpyska ¢ansoB Ha yaaneHHbI KOMMbOTEP
HanuncaHme cobcTBeHHbIX Nnenbykos Ansible
VIHBeHTapusayua obopynosaHmna u 10,
OTYETHOCTb U MOHUTOPUHI

[TnNOTHOE TecTupoBaHue

BO3MOXHOCTb MOJly4eHUA NPUOPUTETHON

TeXHUYECKOW noaaepXKu
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&< @ & @ stagerudesktop.ru [Nobasuteb Monutuka | RuDesktop

MaHens ynpasnexHus

= Ycrpoucrea
(9 Ceccuun
E MocTb!

S YepHbIM CNUCOK

B Appeca

.) Teru

R MonuTuku Paz6; 1POBKa 1 Tenew
an
m 3apaun

i= Jlorv UCNONHEHUS

a‘a Hanuyue pecypcos

] Pecypcbi

@ O6pa3sbl 0OS

& pynmbi

+

2o [IMHamMU4EecKue rpynnbl

HanmncaHmne cobcTBeHHbIX Ansible playbook'oB

[TonnTUKK peannsoBaHbl bnarogapsa TexHonornm Ansible, a oocTyn K pegakTUpoBaHUO WabnoHOB NONUTUK

NpeaocTaBnseT NPakTUYECKN HEeOrPaHNYEHHbIE BO3MOXHOCTU AJ15 TMOKOro agMuUHUCTpUpoBaHma UT-
MHPPACTPYKTYPbI.
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3arpysok 6ecnniaTHOM
BEpCUn

4 RUDESKTOP

KPYMNHbIX NMNJ10TOB

Ty3nKoB MBaH
+/-913-980-58-67

ivan@rudesktop.ru

oTpacsien busHeca

OHOBPEMEHHbIX
NnoaKrYeHnn
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