MPOrPAMMHDbIA KOMMNEKC
ONA YOANEHHOIO AOCTYNA U
YMNPAB/IEHUA KOHOUTYPALUAMMU YCTPOMUCTB

‘ 128 280 630

‘5yx28q

4) RUDESKTOP

 bezonacHo
* bbICTpO
* Yno6HO




RuDesktop ssBnaaeTca NOAHOCTbIO 3a 2023 rop,
POCCMNCKOMN Pa3paboTKOM

600 000+ 300+
3arpy3ok Kopn. npoexTos

* Poccunckme nateHTbl noa N22023661713 n

N2202266/530
* [lpoayKTbl BKAKOUYEHbI B €4UHbIN peecTp 25+ 120 000+

Poccumckoro MO N215913 n N219573 S G S
 KomMnaHua akkpeantoBaHa MMHNCTEPCTBOM

IMPPOBOro pasBUTUA

o N . A
U | R U S e S O F T .I== OTteuecTBeHHbIN copT l S M F !—SQ—E—F x

CHB

4 RUDESKTOP 2




APXUTEKTYpPa

CKBO3HOEe 256-b6UTHOE @

LIMPPOBaAHNE BCEX COe- Internet
OUHEHUA N OAaHHbIX

[TpsiMoe nogknoyeHne K
LAN paboumm ctonam Windows

C KOMMbKOTEPOB Mac u
HaobopoT

I I
EonHaa KoHcoMb
yrnpaB/ieHNA Ha BCeX
oC

Astrla, Debian, Ubuntu

[¢]

EROCRORE

(ASTRA LINUX']

T TSY =F.>anc
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OnepaynoHHbIe CUCTEMDI

= g

Windows Android
) 3
S— ) )
)

4 RUDESKTOP



[TpoAyKTbl KOMNAHUW

4 RUDESKTOP

4) RUDESKTOP YpaneHHbiv gocTyn

ObnaydHana Bepcusa JlokanbHasa Bepcus

4 RUDESKTOP UEM

Mopaynb ynpaBneHna KoOHOUrypaumnsamm
KOHEYHbIX YCTPOWUCTB
+ YaneHHbI oCTyn




[TpenmyuwiectBa RuDesktop

].@[ be3onacHo

- NUHTerpauma c SIEM-cuctemamm
e KeyCloak

 llnpokas HacTpoMKa npaB Noab3oBaTenei 1 rpynn noab3oBaTenem

© BbicTpo

=

RuDesktop morkeT paboTatb Kak yepes cepBep, Tak U Hanpsamyto (p2p)

YnobHo

=

e CoBpeMeHHbIN nHTepdenc
* |lnpoKaa HacTponKa AnA Nonb3oBaTenen
 [loHATHaA NOANTUKA INLEH3NPOBAHUA



Pelwaemble 3ag0a4un

CuncrtemMHoe
agMUHUCTpUpOBaHme

YpaneHHasa paboTa

Mopaynb ynpaBneHus
KOHQUrypaymnamu

\\/ ycTponcts (UEM)
p

YpoaneHHbIn 4OCTynM TexHun4yeckasa nogaepxka

4) RUDESKTOP



O6nayHaa Bepcus

YpaneHHoe ynpaB/ieHne CoBMecCTHada paboTa

3awuueHHoe coegnHenmne HTTPS (443 TekCcTOBbIN YaT

nopT, TLS npoTokon) IcTopuna noakIko4YeHnn

[lepepaya ¢annos HeorpaHn4yeHHOe KONMMYeCcTBO yNpaBiAaoLnX
AQpecHada KHUra YCTPOWUCTB

BpeMeHHbIN 1 MOCTOAHHbIA Napob HeorpaHn4yeHHOE KONMMYECTBO YNpPaBAeMbIX
YpaneHHaa nepesarpyska YCTPOWUCTB

[looaep>XKa HECKOJIbKUX MOHUTOPOB TexHn4yeckaa nogaeprkka

4 RUDESKTOP



MHTepdenc npnnoxXeHuns

4 RUDESKTOP

»

Baw pabo4unia

YnpasneHune yaaneHHblM pabo4vmm

CTONoOM

MocnegHue ceadcel  WMzbpanHoe HalgeHo

Term

AQpecHan KHWra

bByxrantepua = Oupextop @ Otgen npogax | Oxpada | PazpaboTumk

EcTb BOMpOCHI MNK
HALWMK oWKbKy?

Mnatdopma WMaoeHTudmKaTop

| Cnymx6a nogaepmkm |

90 606 881
158 101 615
216 834 367
757 204 398

MNoToBO

e [TOCTOAHHbIN N BPEMEHHbIN Naposib
e Teru
e AJpecHas KHUra

YaaneHHoe
YCTPOWCTBO

Monbzoeatenc@desktop-
p88alil

PC@huawei

@desktop-jurlpio

CeMmeH@ramires

CMCTEMHbIA 34MWHWCTPaTOpP

MNceegoHKM

CamcoHoB Oner

EMenbAHOB Kvpunn

KacTeineea AHICTAaCKA

Baxapee CeMeH

NcTopua ceaHCoB
Y0 00HbIN NOUCK

[Nepepava pannos
ObpalyeHne B cny>xby noaaep>xXKu

PazpaboTumk

OToen Nnpogax

Byxrantepus

CHCTEeMHbIF
3aAMUHWCTPAaTOP,
PazpaboTumk
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OKHO NoaKNKYEeHUS

‘4 RUDESKTOP

"
LJd

e BbiboOp MOHUTOpPA
e [10NTHO3KPAHHbIN peXnm
e HacTpolka kavyecTBa n3obpaxxeHus

HacTpouTb OKHO

Opwrunan

YMEeHBLUINTE

PacTaHyTs

{opoLusee xayecTso nsobpaxenns
CBanaHCcUpoBaHHOE KaYeCTeo

-

BoicTpoe epema peakunn

LBOE

Pexum npocmorpa

lNokazare yaaneHHbln Kypcop

OTkntounTs 38YK

Paspewute KONnuposaxne u ecTaexy $annoe
Orknrounts Bydep obmena

Bbixoa u3 y4ETHOM 3anKCK NOCNE 33BEPLLEHNA

Pexum KoHOUMASHUMANBHOCTH

e [lepepayva pannos
« Beop napona ot OC
e 3anyckK OoT UMEHN agMUHUCTPATOPA

CEa3HCa

N




NMHTeppenc nn4yHoro

KabnHeTa

4 RUDESKTOP

\?‘ RuDesktop 1.8.1 =  [lomoit
e Semconos Oner Batvizen Marenb ynpasneHusa [nmaexas » [aHens ynpasneHus

B8 Manens ynpasnenus
[Tonb3oBaTenu

Q KomnboTepbl

(9 Ceccum

ApnpecHas KHura

B Agpeca
‘) Teru

& Monb3oBaTenu

. NuuyeH3us

VicTopusa ceccuin ¢ ykasaHMeM gathbl U BpeMeHU, o06beM nepepaHHbiX ¢annos
HacTpoWnka agpecHoOn KHUru

HacTponka Teros

KOHTpONb Nonb3oBaTeneun

KOHTPOIb NULUEH3UNN

MocnegHwne AencTBus

HegocTynHo

10



Kencbl: ObnayHasa Bepcus

PernoHarnbHbIn 6aHK (BXxoguT B TOMN-50)

3apaya 3amMeHa TeamViewer Ons oKasaHUsa TEXHUYECKOW NOAAEPXKKN KITMEHTAM B MPUNOXEHUN U OHNAH baHKe.

PelleHune OpraHunsaumna kynuna obnadyHoe peweHne Rudesktop, Tak kak poccumnckoe NO BHeCeHHOE B eguHbIN peecTp MUHLn®pbI.

CoToBbIN onepartop

3agada 3amMeHa TeamViewer gns obcny>xXnBaHue reorpapuyeckn pacnpeneneHHbix no Bcen Poccmm oHNamH Kacc.

OpraHnsaumna kynuna obnayvyHoe peweHne Rudesktop, 6e3bonesHeHHO UHTerpuposana 0O B cBon busHec-npoueccsol, Ha

PelweHune .
OaHHbI MOMEHT BefgeTca amanor o bpeHanpoBaHum MO nop NoTpebHOCTL 3aKa3umnKa.

15



JlokanbHaaA Bepcua

YOaneHHoe ynpaBneHune
[lepepayva dbannos

AJpecHas KHura

BpeMeHHbIN NOCTOAHHbLIW Naporsib
YOoaneHHasa nepe3arpy3ka
CoBMecTHas paboTa

TeKkcToBbIN YaT

[Tooanepxka HECKONbKNX MOHUTOPOB

4 RUDESKTOP

McTopunsa nogknoyYeHnn

XpaHeHne aaHHbIX Ha CBOEM CepBepe
PaboTa B 3aKpbITOM NepumeTpe
Nuterpauna c AD, LDAP

NHTterpauna c SIEM

YnpaBneHue npaBamu 1 posiiMm Ha OCHOBaHUU

rpynn AD

TexHun4yeckaa nogaepxka

11




MHTeppenc nn4yHoro

KabnHeTa

4) RUDESKTOP

74 RuDesktop 1.9.4 = [lomoii
9 RIdO@ae. [MaHenb ynpasneHus MasHas > lNaHens ynpasneHua

EH Maxens ynpasnexus
YcTaHOBKa KNMEHTOB 0

Windows (64 bit)
D KomnbroTeps!

Windows (32 bit)

i)

= Mocrw Windows (nopTtabensHbiit) EXE Gaiitn
& Ceccun Linux DEB (Ubuntu 1 Debian)
Linux DEB (Astra)
Linux RPM (RedOS u RedHat)
B Afipeca Linux RPM (AltLinux)
® Teru Mac 0S
Android  maver |

]
g
3

PXE cepsep

‘e Mpynnbi

;:'} Moppa3genenus ﬂnaTd)Oprl

& Monb3oBarenu

E Mpurnawexnus

4 O6paiyeHus

OncTpubyTnBbl C NpeaycTaHOBNEHHbIM CEPBEPOM
MocCTbI NOAKNHOYEHUSA

HacTpoika rpynn nonb3oBaTeneu

HacTpoWka 6e3onacHOCTU, ABYX(paKTOpHas aBTopusaLunsa

KomnbroTepbl OHNaWH

MNocneaHwne oencTBuUs

O

441436932 (host-
3)

AstraLinux Orel O

[o6aeneHo “AstraLlinux Orel”,

ubuntu server

U3meHeHo Tun OS.

ubuntu server

(

ubuntu server

[o6asneHo “ubuntu server®.
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MHTeppenc nn4yHoro

KabnHeTa

4) RUDESKTOP

1?' RuDesktop 1.9.4

9 rude@rude.ru

2@ MaHens ynpasneHus

Q KoMmnbioTepbl
=]
== Moctw

Ceccuu

B Agpeca

‘\' Teru

“ga* [pynnbi
."I“. MNMogpasgeneHus
am [ons3oBatenw

ﬁ MpurnaweHwnn

ObpauweHns

Ceccun

maBHas

TWn coegUHeEH A CTaTyC B CeTH

i o il Boibpano 0 obbexkToB 13 5

KnueHT

26338743 (desktop-i6kr33s)

91431 (desktop-ckuike3)

91431 (desktop-ckuike3)

431 (desktop-ckuike3)

145 (rude-client)

VcTopusa ceccuin Bcex YCTPOWUCTB Ha CcCepBepe
Cepeep nogknk4vYeHus

[NnTensHOCTb ceccumn

[lepepaHHbIN TPpaPUK
[laTta ceccum

HaiTin KoMNbHITEDEL...

Cepeep

424247961 (rude-MNK)

87655145 (rude-client)

87655145 (rude-client)

B7655145 (rude-client)

183291431 (desktop-ckuike3)

Q

Monb3oBaTenk

rude@rude.ru

ANUTenbHOCTD

3.42 seconds

45.63 seconds

13.53 seconds

7.27 seconds

Tpadduk

0 Bytes

0 Bytes

0 Bytes

Crartyc

o~

OK

Havano

15anpena 2023 . 11:15

13 mapra 2023 . 737

13 mapTta 2023 . 7.36

13 MapTa 2043 1. 6:18

13 mapTa 2023 . B:17

13



<« ® G a 192.168.10.75 [ob6aeutk Mpynna | RuDesktop

N

‘ RUDESKTOP 20.1 Aomou TpeHab pad KapTta Crnpaeka logaepmKa Hantu KoMnbroTepst... Q

e a.zhilkov@rudesktop.ru rpynnb| fnasHas » Monb3osatenu » Tpynnel > Job6aeuTs Mpynna

) B @ @ ©

@8 [laHensb ynpaBnexus

OcHoBHasa nHdopmaLus MNonb3oBaTenwu KomnbsroTepbl

COXpaHUTb U NPOAC/IKUTL
*
- KomnbsioTepsl G Ly OTpen mapkeTuHra

= MocThl pynna Active Directory OTaen MapKeTUHra
‘9 Ceccuu lMpaBa poctyna
© YepHsiit cnncox paBa gocrtyna
MNpocmoTp Co3gaHue N3meHeHue ypaneHue
KomMnbroTepsl O
B Agpeca , ~
/-'\{_‘Lpf.:'(‘_}'iaﬂ KHWUra J
W Teru Monb3oBaTtenu O
[pynnbi
28 P MNoppaspeneHus

[MonnTuKK
° .."!'; lMogpa3sgeneHus

MNopTan

& [Monb3oBaTenu

WNHBeHTapusayua

—_

NHuTterpaumna c AD n LDAP, ynpasneHue npasamu
N ponamMun Ha ocHoBaHwuum rpynn AD

Mcnonb3oBaHue npoTtokona LDAP (Lightweight Directory Access Protocol — O6neryeHHbii MpoTokon [JocTyna K Katanory)
no3BoniseT paboTtatb co cnyxbomn katanora OC (Microsoft Active Directory, OpenLDAP n gp.). PaboTa C HECKONbKUMMU
cny>x6amMu KaTtanora Nno3BosigeT CUHXPOHN3NPOBATb NpaBa nosb3oBaTtenen RuDesktop ¢ npaBamMmu nonb3oBaTtenen Active

4 RUDESKTOP Directory.

UTO eCcTb



Keuncol: JlIokanbHas
Bepcua Y/

dunHaHcoBad opraHusauug

3apgava OpraHmnsauua yganeHHom paboTbl COTPYLHMKOB.

KomMnaHunsa Kynnna 6eccpoyHyto N1LEeH3N0 ANA YyCTaHOBKU Ha cobcTBeHHbIN cepBep, 10 onepaTopoB 1 10 nogkntovYeHUn.
PelleHune [lporpamma Rudesktop NONHOCTLIO 3aKpbiia NOTPEOHOCTb OpraHnsaunm No yganeHHoMy OOCTYny ¢ cobnogeHne Bcex
npasua BHYTPEHHEN NONMNUTUKN 6€30MacHOCTN.

Tenekom KomMnaHms

CELEDRE OKasaHune TeXHn4YecKow noaaepP>XXkKn CoTpyaHmMkKamMm KOMMaHMHN.

[10 UMNOpPTO3aMeELLEHUO OpraHmn3auna npuobpena rogoByro NuueH3nto Rudesktop Ha cobCTBEHHbIN cepBEP. NOAAEPXKKN

Petterne n paccmatpuBaeT nokynky UEM aona 6e3bonesHeHHoOn murpauum Ha Poccuinckue OC B 2024 ropy.

22



RuDesktop UEM

YpaneHHoe ynpasfeHune

XpaHeHne AaHHbIX Ha CBOEM cepBepe
PaboTa B 3aKpbITOM NepumMeTpe
NHTerpauusa ¢ AD, LDAP

NHTerpauunsa ¢ SIEM

YnpasneHue npasamMu 1 posiaMun Ha
ocHoBaHuu rpynn AD

ABTOMaTUYeCcKoe 0O6HOBNEHME KITUEHTA
YaoaneHHas yctaHoBKka U nepeycTtaHoBka OC
YcTtaHoBKa 1 obHoBneHue 0O Ha

YCTPOWUCTBAX UK rpynnax yCTPoOUCTB

4 RUDESKTOP

YoaneHue O Ha yCTPOUCTBaAxX UNK rpynnax
YCTPOWUCTB

YoaneHHoe BbINOJIHEHNE KOMaHA

YpaneHHoe UCnoNTIHEHUEe CKPUNTOB

3arpyska ¢annoB Ha yaaneHHbI KOMNbTEpP
HanucaHune cobcTBeHHbIX nnenbykos Ansible
HBeHTapusayuna obopynosaHua u N0,
OTYETHOCTb U MOHUTOPUHI

[lnnoTHOE TecTupoBaHue

[lopTan camMoobcnyXXmnBaHUs



UTO eCcTb

4) RUDESKTOP

¢« @ & @ stagerudesktop.ru [obasutb Monntuka | RuDesktop

Maxens ynpasnesus

(| Ycrpoucrsea

(9 Ceccun

) 8 @ @ O

=3
MocTb!

o YepHbIX CNUCoK

B Agpeca

’) Teru

Q nonwruku
a|n
M 3agaun

i= Jlory UCNONHEeHUs

-."’o Hanuume pecypcos

= Pecypcbi

@ 0O6pa3bl 0S

o &% pynnbs

26 [lMHaMU4ecKue rpynnbl

HanncaHmne cobcTtBeHHbIX Ansible playbook'oB

[TonnTUKKN peann3oBaHbl bnarogapsa TexHonornm Ansible, a 4oCTynN K peaakTUpoBaHMIO WabnoHOB NONTUTUK
NPEeaoCTaBMAAET NPaKTUYECKN HEOrPaHNYEHHbIE BO3MOXHOCTU ANd rmbkoro agMmHmncTpupoBsaHusa NT-

NHOPACTPYKTYPbI.

16



& RUDESKTOP

Bl Naven. ynpasneswn
€8 YnanewHsi gocryn £

@5 ynpamneswe (UEM) v

3apgaua ”

Ypan

¥ Kampeid mecay, Ha 10, 24, go 2024-12-31 13:56 WCTOPHA HIMEHEHWH

Q NonuTHER

PacnucaHne

‘i%%%““

© Ycrawoeka 05 CKNIDY C Iy i3k .
B Ofpawenna

] Opranmzayma <

E Aypur <

= HHEEHTapHIaLMA €

B oremn 3

. XpaHunuue €

2R ApmupmcTpwposaHke <

AKTHEHD

YESQOMNATE O 2ABEPIEHHH 3AQA4H
3anycxaTk NpH EKNIOYEHHN YCTROACTER

MoAnTHEK *

YCTAHOBKE T2

Tb

nepezarpyska
MHE

Hamenenue daina

cC

UTo e

* PacnuncaHmne 1 nepMoanyHOCTb UCNOJIHEHUA 3a43a4M
* 3anycKaTb 3a4a4y Npu BKJOYEHUM YCTPOICTBA.
* lcnonHeHUe B XPOHO/IOTMYECKOM NOopPAAKE Nociea0BaTeIbHOCTM MOJIUTUK B OAHOM 3a4a4e.

4) RUDESKTOP



UTO eCcTb

4) RUDESKTOP

ObpalleHue

Tema OEPELI.I,EHHH 3anpoc Ha BbINONEHHWE NONUTHUK

SMSKTPOEHAR NOYTA d.lytkin@rudesktop.ru

MonUTHUKHK YCTaHOBKa 7Z

TonrT conbuyes [lo6pbii peHb!

MpoLuy YCTAHOBWUTL NPUNOMKEHUE TZ.

3anpoc Ha BbINOJIHEHME NONAUTUKM B NOPTasie CaMoobCay»KMBaHUA

3anpoc MOXKET ObITb HAaNPaB/AEH UHXKEHEPY NOAAEPKKN ANS NOATBEPKAEHUSA, MO0 NCNONHATLCA aBTOMaTUYECKN.

18



Keuncbl: UEM

MeTannypqueCKaﬂ KOMIMaHU4A

CELELE!

PelwleHue

AnTe4yHaqa ceTb

RELERE!

PelwleHune

YnpaeneHue kpoccniatdopMeHHOW MHOPACTPYKTYPOU U MUTrpaLma Ha oTeyecTBeHHble OC,
opraHmsauma nonagaeT nog KPUTU4YeCckyro MHGOPMaLMOHHYKO MHPPACTPYKTYPY.

OpraHunsaymna npmnobpena nuueH3nto Ha cobcTBeHHbIN cepeep U 2 000 nuueHsnn UEM gna obcny>XmBaHMA rofioBHOMO
odunca B MockBe 1 ropHo[00bIBatoLLLEro NpeanpuaTmna B 3abankanbCckoM kpae. [Nporpamma RuDesktop UEM nonHocTbO
3aKpbINO BCe NOTPEOHOCTN No 0bcny>XXnBaHUKO BHYTpeHHeNn T MHpacTpyKTypbl, 06ecnedynT NoCTeNeHHbIN K
6e3601e3HEHHbIN Mepexo Ha 0Te4YeCTBEHHOE NporpaMmMHoe obecneyeHne n NOIHOCTBKD COOTBETCTBYET BHYTPEHHEN
nonmTnke 6e30MnacHOCTV KOMMNaHUN.

YnpaeneHue nHepactpykTypon 6enee 6400 anTek B pasHbiX permoHax Poccum

OpraHusauunsa npuobpena nuueHsnto Ha oauH cepeep 1 18 000 ycTponcTs, PeweHne RuDesktop UEM nonHocCTEIO
3aKpbl/10 BCe NOTPEeOHOCTM No 0bCcny>XXMBaHUO BHYTPEHHEN T MHPpaCTPYKTYpPbl C Yy4EeTOM CNIOXXHOW reorpadpumnyecku
pacnpegeneHHon ceTu.
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Keuncbl cMeLllaHHOro
NNLEH3NPOBaHUA

3anaua YpoaneHHOe agMUHNCTPUPOBaHME BHYTPU KOMMaHUN + ynpaBlieHUe KOHPUrypaumaMm Ha Kaccax C
onepaunoHHou cuctemon Ubuntu

PellieHue Ha gaHHbIM MOMEHT KOMMaHUA Havana 3akynaTb NMMueH3nn gna yoaneHHoro goctyna Ha 200 onepaTtopos n 50
nogknto4veHnn n 4 000 nnueHsnm UEM.

4) RUDESKTOP
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[Monapku ot RuDesktop

PaclwmnpeHHbIN TeCTOBbIU Nepmnoa AN Y4aCTHUKOB KOHbEepPEHLUM.
3 mecALua Ha NOAHbIN PYHKUMOHaAN YaaneHHoro aoctyna n UEM
YYaCTHUKN KOHDEPEHLUUU MOTYT CEroaAHA NOJIYYNTb XOPOLLYIO LIEHY
Ha npoAayKTbl RuDesktop

[MpepoctaBnaem NUAOT A0 Balwlero b6roaXerta

Pabotaem noa T3 3aka3umkKa

Mbl He npoaaem Roadmap, a peluaem Baluy 3a4a4m



4) RUDESKTOP

Ecau Bbl npaBuabHO onpegennnn npobnaemy, 1oy
BaC NPaKTUYECKU eCcTb eé pelleHune.

‘\.@.ir be3onacHo

Ctus [»kobc

© BbicTpo

=l YpobHO



600 000+ 300+ 25+ 120 000+

3arpysokx Kopn. npoekToB OTtpacnen busHeca E)xeaHEBHO OH/IaWH

Baw pabouyun
CTON Ynpasnenue yaaneHHbiM pabouum
CTONOM

‘ 128 280 630

Syx28q

ABaeeB Anekceu
Kommepyecknun gnpeKkTop

& +79137509209

X4 a.avdeev@rudesktop.ru

4) RUDESKTOP
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