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[lporpamMHbI KOMMNJIEKC ANA yaaJleHHOro
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RuDesktop aBnaeTca NONHOCTbIO
POCCUNCKOU pa3paboTKoM

[lporpaMMHbIN KOMMNJIEKC YCNELUHO nNpoLuer
«rOCyAapCTBEHHYIO perncTpauunto nporpamMmmbl gns
I9BM» BHeCceH B peecTpe nporpamMmm nog
N2202266/530 ot 21.09.2022

BkntoyeH B EQWHBIN peecTp POCCUUCKUX MpOorpamMmm
ONA 9NEKTPOHHbIX BblYUCAUTENbHbIX MalWH 1 6a3
naHHbIX noa N215913 o1 09.12.2022.
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APXUTEKTYpa
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[psiMoe nNogKayeHne K
LAN paboynm ctonam Windows

C KOMNbOTEPOB Mac U
HaobopoT

I I
EOonHaa KoHCOoMb
ynpaBfeHns Ha BCex
OC

Astrla, Debian, Ubuntu

[¢]

ERORORE

(ASTRA LINUX']

T TGY =F.>anc:

4) RUDESKTOP



OnepaunoHHblIe CUCTEMBI

©
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Windows

Windows, 64 6uta
Windows, 32 buTta

MopTabenbHaa Bepcusa

A

Linux

Ubuntu n Debian

’

MacQOS

Mojave (10.14) n cTaplie

Py
l'l
Android

Lollipop (5.1) n cTape




[TpoAYKTbl KOMMNAaHUU

&) RUDESKTOP YpaneHHbin goctyn

ObnayHasa Bepcus JlokanbHasa Bepcus

4 RUDESKTOP UEM

Moaynb ynpaBfieHna KoOHpuUrypaymnamm
KOHEYHbIX YCTPOWUCTB
+ YaaneHHbI OOCTYnN

4 RUDESKTOP



PewaeMble 3aga4un

CuncrteMHoe
agMUHNUCTPUpoOBaHme

Mopaynb ynpaBneHus
KOHOUrypaumamm

YpaneHHbIN goCcTyn TexHn4yeckaa nognepxka
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O6nayHaa Bepcus

YpaneHHoe ynpaB/ieHune CoBMecCTHasda paboTa

3awmueHHoe coeanHeHne HTTPS (443 TekcToBbIN YaT

nopT, TLS npoTtokon) VIcTopusa nogknroveHnmn

[lepepava ¢pannos HeorpaHn4yeHHOE KOJIMYECTBO YNPaBIAKOLWLNX
AppecHasa KHUra YCTPOWUCTB

BpeMeHHbIN 1 NOCTOAHHbIV Naposb HeorpaHnyeHHoe KONIM4YeCTBO YynpaBiaeMblX
YpaneHHaa nepesarpyska YCTPOWUCTB

[looaep>xka HeECKOJIbKUX MOHUTOPOB TexHn4yeckaa nogaep>xkka
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Baw pabo4uni
cTon YnpaeneHue yaaneHHoiM pabo4um
CTONIOM

NocneagHwe ceaHcol WMz20panHoe HawnaeHo AapecHas KHUra

757 204 398

NMaponb

Tern

byxrantepusa OupeKTop OTaen npogax OxpaHa PazpaboTumk CUCTEeMHbIN agMUHUCTPAaTOop
ECTb BOMpPOCHI UNu
Hawnu ownbky?

YaaneHHoe

. NMcesaoHUM
YCTPOWCTBO A

Mnatdopma WaeHTudukaTop

| Cnyxx6a noaaepxku

Monbzoeatenb@desktop-

S0 606 881 pgsalil

CamcoHoB Oner PazpaboTumk

158 101 615 PC@huawei EmenbaHos Knpunn OTaen npogax

516 834 367 @desktop-jurlpio KacTtbineea AHacrtacus Byxrantepus

CUCTEeMHDbIN
757 204 398 CemeH@ramires Baxapes CeMeH aaAMUHUCTpaTop,
Pazpabotumk

fotoso

MHTeppenc npnnoxXeHuns

e MOCTOSIHHbIN N BPEMEHHbI Naposib * VcTopus ceaHcos
e Teru e YO0OOHbIN MOUCK
o AZpecHast KHUra e [lepepava pannos
o OOpalleHune B cny>xby nogoep>xXku

4) RUDESKTOP
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HacTponTh OKHO

Opuruxan
Y MEHbLUNTD

PacraHyTs

XopoLwuee xavecTeo nsobpa
CBanaHcupoeaHHOe KavyecTeo
boicTpoe epema peakunn

BOCE

s ~ ~ T 3
FeXUM NpocMoTpa

I loKazarTe yAaneHHbIN Kypcop

lNokaszarte KayecTeo

OTKNouNTL 3BVK

PaspewuTts Konuposaxmne u BcTaexy dannoe

Orknrounts Bydep obmena

Pexum koHOUMABHUMANBHOCTH

e Bbibop MOHUTOpPA e [lepepaya dannos
o [MOMHO3KPAHHbBIN PEXUM  Beop napons ot OC
e HacTpoika kayecTBa n3obpaxxeHus  3anycK OT MMeHV afMVHUCTpaTopa

OKHO MoAaKKYeHUS

‘) RUDESKTOP

W3 YHETHOMN 33NKUCK NOCNE 33BEPLUEHNA CEAHCa

N
Pa




NHTepdenc nn4yHoro

KabnHeTa

4) RUDESKTOP

f' RuDesktop 1.8.1 =  [lomou
9 Camconos Oner Bacinben [MaHenb ynpasneHusa [nagwas » laHens ynpasneHuns

Maxens B/IEHUA v
a2 ynpa MocnegHwue AencTBms

lNMonb3oBaTtenu
HepgocTynHo
Q KOMpTa lone3oBaTenu
@ Ceccum
AppecHas KHura
B Appeca
’) Teru

& lMonb3oBarenu

. NuueH3us

NcTopua ceccuin ¢ ykaszaHMeM gatbl U BpeMeHU, obbeM nepepaHHbiX ¢pannos
HacTpounka agpecHOU KHUMK

HacTpouka Teros

KOHTpONb Nonb3oBaTeneun

KOHTpOMb NULEH3NN
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Kencbl: Ob1a4yHaa Bepcus

PernoHanbHbI 6aHK (BxoamT B TON-50)

3ajgada 3aMeHa TeamViewer gna okasaHuUa TEXHUYECKOW NMOOLEPXKKN KNIMEHTAM B MPUNOXXEHUU U OHNaNH BaHKe.

PelleHune OpraHunsaumnsa kynuna obnaydyHoe peweHne Rudesktop, Tak kak poccumnckoe NO BHeCceHHOEe B eguHbIn peecTp MUHUndpbl.

Bepetcsa ananor o npnobpeTeHnmn nokanbHOM 6€CCpoYHOn BEpCUM yaaneHHoro Aoctyna ans UCcrnonb3oBaHns

[lepcneKkTnea -
P BHYTPW NepumMeTpa opraHnsauma ana okasaHua TeXHUYeCKoOn Nogaep Xk coTpyaHUKam BHYTPU OpraHmsaumnn.

CoToBbIV onepaTop

3agava 3ameHa TeamViewer ana obcnyxmnBaHne reorpapuyeckmn pacnpeneneHHbiX no scen Poccum oHnamH Kacc.

OpraHunsaumsa kynuna obnavHoe peweHmne Rudesktop, 6e3bonesHeHHO nHTerpuposana NO B cBon bBUsHec-npoLecchl, Ha

PelweHue .
OaHHbIM MOMEHT BefeTca amnanor o bpeHgmposaHun MO nop NoTpebHOCTb 3aKasyuka.

[loBTOpHOE NpunobpeTeHne rogoBbIX NLEH3NIA C BO3SMOXHOCTbLIO paclumpenmns. BegyTcs neperoBopbl MO NULLEH3UN

TIEREEIAIEE RuDesktop UEM Ha 35 500 ycTponCTB C LieHOW BOMpoca COTHM MUJIJIMOHOB pybriei B Te4eHUN Tpex NeT.

15



JloKkanbHasa BepcuA

YOoaneHHoe ynpaBneHue
[lepenayva pannos

AJpecHaqa KHUra

BpeMeHHbIN NOCTOAHHBLIN Naponb
YOaneHHaqa nepe3arpy3ka
CoBMecTHada paboTa

TekCcToBbIN YaT

[loooepXxkKa HECKONbKUX MOHUTOPOB

4) RUDESKTOP

icTopua nogKnioyYeHnm

XpaHeHne gaHHbIX Ha CBOEM CepBepe
PaboTa B 3aKpbITOM NepumeTpe
NMHterpauua c AD, LDAP

NMHTerpauuna c SIEM

YnpaBneHue npaBamMu U ponsaMun Ha
ocHoBaHuu rpynn AD

TexHn4dyeckaa nogaepxka

11



7 RuDeskiop 1.9.4 = [Jlowmoii
9 ECONie MNaHens ynpasneHus Mmaewas > MNaHens ynpasneHus

B8 Nauens BNEHUS -
el MNocnegHue oencTeus

YcTaHoBKa KnueHTos @ KoMnbroTepbl OHNANH
o 441436932 (host-

Windows (64 bit) m 33)
Q KoMnbioTepsl

Windows (32 bit)
s AstralLinux Orel U
== MocTtnl . .

Windows (nopTabensHbii)

2 _— : [o6asneHo “AstraLinux Orel”,

’-9 Ceccum Linux DEB (Ubuntu 1 Debian) -

Linux DEB (Astra) ubuntu server

Linux RPM (RedOS v RedHat) s

U3meHeHo Tun OS.
eca - ;

B Agp Linux RPM (AltLinux) c"p"“'""‘“
W Teru Mac OS Cxpunt  Maker ubuntu server

Android

; @ 1

PXE cepBep nux Windows
oe®e
“as* [pynnb ubuntu server
;!1, Moppa3spgenenuns ﬂﬂaT(bOprl [lo6asneHo “ubuntu server®.

& Monb3oBatenu
=3

b [purnawenus

&% OG6paujeHus

AncTpnbyTmBbl C NpeayCTaHOBNEHHbLIM CEPBEPOM
MOCTbl NOAKNKOYEHUA

HacTpouka rpynn nonb3oBarenen

HacTponka 6e3o0nacHoCTU, ABYXpaKTOpHaA aBTopm3aLms

MHTeppenc NnMYHOro
KabnHeTa

4) RUDESKTOP



NHTepdenc nn4yHoro

KabnHeTa

4) RUDESKTOP

f‘ RuDesktop 1.9.4

e rude@rude.ru

a8 Nawens yrpasneHus

Ceccum

Tun coeguHeHns

Q KomnbioTepb!

MocTsl

Ceccuun

B Appeca

’) Tern

‘aa* [pynnbi
-":'i Nogpaspgenenus

; Monb3oBatenu
5 Ceccum

@ MNpurnawexnuns

¢

Obpaiyenus

CepBep NogkIKYeHus
[nnTenbHOCTb ceccumn
[lepenaHHbI Tpaduk
[laTa ceccuu

Cratyc B ceTu

v Bbibpano 0 06beKToB M3 5

KnueHr

26338743 (desktop-i6kr33s)

183291431 (desktop-ckuike3)

183291431 (desktop-ckuike3)

183291431 (desktop-ckuike3)

87655145 (rude-client)

IcTopua ceccuit Bcex YCTPOWUCTB Ha cepBepe

Cepsep

424242961 (rude-lK)

87655145 (rude-client)

87655145 (rude-client)

87655145 (rude-client)

183291431 (desktop-ckuike3)

Monb3oBarens

rude@rude.ru

ANUTENbHOCTDL

3.42 seconds

45.63 seconds

13.53 seconds

52.79 seconds

Tpadppuk Craryc

0 Bytes OK

0 Bytes

0 Bytes

0 Bytes

0 Bytes

Havano

15anpena 2023 r. 11:15

13 mapTa 2023 . 7:37

13 mapTa 2023 1. 7:36

13 MapTa 2023 1. 6:18

13 MapTa 2023 r. 6:17

QeicTBus

X~

%X~

13



Tb

cC

UTo e

©f <« ® ¢ @) 1921681075
© 4§ RUDESKTOP 0.
9 a.zhilkov@rudesktop.ru
(]

B® [laHens ynpasneHus

@ KomnbioTephl
= MocTbl

& Ceccum
Y

YepHbIl CNUCOK

B Appeca

.) Tern

‘& pynnbi
N

=& llogpa3geneHus

+ €

& MNonb3oBaTenu

—

[fobasutb Mpynna | RuDesktop

Cnpaska MoapepxKa HaiTu KoMnbioTepst...

rpynnb| MaeHasa » Monb3osatenn > pynnbl > [obaeutb [pynna

OcHoBHas uHhopMaLus Monb3oBaTenu KomnbtoTepbl

*
Wms rpynnbi OTpen MapKeTuHra

Fpynna Active Directory OTaen MapKeTUHra

lMpaBa pocTyna

[NMpaBa gocTyna

MpocmoTp Co3pgaHue
KomnbloTepbl O
AppecHas KHUTa O
Monb3oBartenu O
pynnbl O
MNogpaspeneHus
MonuTUKK
MNopTan

WHBeHTapusayus

VI3mMeHeHue

Q

YoaneHue

NHuTterpauna ¢ AD n LDAP, ynpaBneHne npaBamMmu
N ponamMun Ha ocHoBaHwuu rpynn AD

CoxpaHuTb U NPOAOIKUTH

B

¥

Ncnonb3oBaHue npoTtokona LDAP (Lightweight Directory Access Protocol — O6neruenHsiii MNpotokon JocTyna K Katanory)
no3BonseT paboTtatb co cnyxobon katanora OC (Microsoft Active Directory, OpenLDAP u ap.). PaboTa ¢ HECKONbKUMMU
cny>kbamu Katasnora rno3BofiIseT CUHXPOHU3UPOBATb NMpasa nofb3oBaTtenen RuDesktop ¢ npaBamu nonb3oatenen Active

4 RUDESKTOP Directory.



Keuncsol: JIokanbHas
Bepcua Y/

dunHaHcoBaga opraHusauns

3agava OpraHusauunsa yganeHHom paboTbl COTPYAHUKOB.

KomMnaHusa Kynuna 6eccpoyHyo NULEH3NIO A8 YCTaHOBKM Ha cOBCTBEHHbIN cepiep, 10 onepaTtopos 1 10 noaKIHOYEHUN.
PeleHune [lporpamMma Rudesktop NOMHOCTbLIO 3aKpblfla NOTPEOHOCTL OpraHnsaunm No yaaneHHomMy A0CTyny ¢ cobnoaeHne Bcex
npaBua BHYTPEHHEN NONINTUKN 6&30MaCHOCTMW.

[okynka ewe 10 onepaTtopoB 1 10 nogkoyYeHnin B 9ToM rogy. lNpoaneHmne o6HOBMEHUN N TEXHNYECKON NOALEPXKKN

[TepcnekTnBa
B CneayrouemM rogy.

Tenekom KomnaHums

3apava OKasaHune TEXHNYECKON NoAAEPXKN COTPYAHMKAM KOMMNaHUN.

[10 nMNOpPTO3aMeLLEHNIO OpraHn3auma npnobpena rogosyro nNuueH3nto Rudesktop Ha co6CTBEHHbIN CepBeP. NOAAEPXKKN

FEIIEE n paccmatpusaeT nokynky UEM ana 6esbonesHeHHon murpaummn Ha Poccunckme OC B 2024 ropy.

[MpogneHune rogoson nuueHsunm Y nnm npnobpeteHmne 1 000 nuyeHsnim RuDesktop UEM npu nepexoge Ha OC Astra

NEREMEEE Linux B 2024 ropgy. 29



JlokanbHasa sepcua + UEM

YpaneHHoe ynpasfieHue

XpaHeHne gaHHbIX Ha CBOEM cepBepe
PaboTa B 3aKpbITOM NepumMeTpe
NHTerpauua c AD, LDAP

HTerpauuna ¢ SIEM

YnpasneHne npaBamMun 1 PponsaMm Ha
ocHoBaHuu rpynn AD

ABTOMaTM4yeCckoe OOHOBNEHUE K/IMEHTA
YaoaneHHaa ycTaHoBKa M nepeyctaHoBka OC
YcTaHoBKa 1 obHoBneHue 0O Ha

YCTPOUCTBAxX UK rpynnax yCTPONCTB

4#) RUDESKTOP

YoaneHue O Ha yCTpOUCTBax UNK rpynnax
YCTPOWUCTB

YaoaneHHoe BbINONIHEHNE KOMaHA

YoaneHHoe UCNOJIHEHWE CKPUNTOB

3arpyska ¢annoB Ha yaaneHHbI KOMNbOTEP
HanncaHne cobcTBeHHbIX Nendykos Ansible
HBeHTapusayuna obopynosaHua u N0,
OTYETHOCTb U MOHUTOPWHT

[ITnNOTHOE TecTupoBaHue

[lopTan camoobcnyXXmnBaHUA
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4 RUDESKTOP

&< @ & @ stagerudesktop.ru [Nobasuteb Monutuka | RuDesktop

MaHens ynpasnexHus

= Ycrpoucrea
(9 Ceccuun
E MocTb!

S YepHbIM CNUCOK

B Appeca

.) Teru

R MonuTuku Paz6; 1POBKa 1 Tenew
an
m 3apaun

i= Jlorv UCNONHEHUS

a‘a Hanuyue pecypcos

] Pecypcbi

@ O6pa3sbl 0OS

& pynmbi

+

2o [IMHamMU4EecKue rpynnbl

HanmncaHmne cobcTBeHHbIX Ansible playbook'oB

[TonnTUKK peannsoBaHbl bnarogapsa TexHonornm Ansible, a oocTyn K pegakTUpoBaHUO WabnoHOB NONUTUK

NpeaocTaBnseT NPakTUYECKN HEeOrPaHNYEHHbIE BO3MOXHOCTU AJ15 TMOKOro agMuUHUCTpUpoBaHma UT-
MHPPACTPYKTYPbI.
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4 RUDESKTOP

Bl nNasens ynpaenenns

€8 Ynanenwuiii gocryn

HEEELLL
‘g%‘H¥%H|

M Mmecsau, Ha 10,24, 0o 2024-12-31 13:56

- PacnucaHne 1 nepmoanyHoCTb UCNONHEHNS 3a4a4n
- 3anycKaTb 3aga4y nNpu BKIKOYEHUN YCTPOMNCTBA.
* AcnonHeHne B XPOHOIOrMYeCKOM NMopsAaKe nocnenoBaTesibHOCTU NOMUTUK B OOHOW 3ajaye.
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ObpauweHune

Tema oGpauieHus 3anpoc Ha BbINONEHHUE NONUTUK

JNeKTPOHHas nouTa d.lytkin@rudesktop.ru

MonuTuku yCTaHOBKa 7z

TeKkcT coobuieHusn No6pbiit aeHb!

Mpowy yCTaHOBUTb NPpUNOXeHue TZ.

3anpoc Ha BbIMO/IHEHUE NONUTUKK B NopTasie caMoobCNyXNBaHUSA

3anpoc MoXeT 6bITb HanpaBneH MHXeHepy NoanepP KK AN NOATBEPXAEHUS, MMOO MCNONMHATLCS
aBTOMaTUYECKW.

18



Keuncbl: UEM

MeTaJ'IJ'IprI/I‘-IeCKaFI KOMIMaHWN4A

3agava

PelweHne

[lepcnekTuBa

AnTeyHasa ceTb

RELERE!

PelwleHue

[lepcnekTnBa

YnpaBneHue kKpoccniatdopMeHHOW MHOPACTPYKTYPOU N MUTrpaLma Ha oTeyecTBeHHble OC,
opraHumsaumsa nonagaeTt Noh KpUTndeckyro MHGOPMaLMOHHYO MHPPACTPYKTYpPY.

OpraHunsaumnsa npunobpena nuueHsnto Ha cobcTBeHHbIN cepBep U 2 000 nuueHsmnn UEM gna obcny>XnBaHUA roIOBHOMO
odpuca B MockBe 1 ropHogobbiBatoLLLero npeanpuatmna B 3abankanbCckom Kpae. Nporpamma RuDesktop UEM nonHoCTbO
3aKpblsIo BCe NOTPEOHOCTU Mo 0O6cny>XXnBaHUO BHYTpPeHHeN AT nMHPpacTpyKTypbl, 06ecneynT NOCTENEHHbIN K
6e360n1e3HeHHbIN Nepexon Ha OTeYeCTBEHHOE NporpaMMHoe obecneyeHre M NONTHOCTbHO COOTBETCTBYET BHYTPEHHEN
NoNNTNKe 6e30MacHOCTU KOMMNaHUMN.

[MpoaneHne o6HOBNEHUN N TEXHUYECKON NOAAEPXKKN B ClieAyoLeEM roay.

YnpasneHue nHppactpyktypomn 6enee 6400 anTtek B pasHbIX pernoHax Poccuu

OpraHunsaumsa npunobpena nuueHsno Ha oauH cepeep 1 18 000 ycTtponcTs, PeweHne RuDesktop UEM nonHocTbIO
3aKpbI10 BCe NOTPEOHOCTM NO 0O6CNyXXMBAHUKO BHYTPeHHeEN T MHPPACTPYKTYpPbl C Y4ETOM CNOXXHOW reorpapmyecku
pacnpeneneHHon ceTu.

[loKynka nuueHsuii B aToM rofy. NpoaneHne rogosbiX NULEH3UI B CEAYOLWEM roay.

33



Keuncbl cMeLllaHHOro
NNLLEH3NPOBAHUA

YpaneHHoe agMUHUCTPUPOBAHME BHYTPU KOMMAaHUM + ynpasneHne KoOHpurypaumamm Ha Kaccax c

3agava y g
a onepaynoHHou cuctemom Ubuntu
PoleHme Ha gaHHbIN MOMEHT KOMMNAaHMA Havdana 3akynaTb JIMLUEH3UKW AN4 yaaneHHoro goctyna Ha 200 onepaTtopos 1 50
nogknroyeHnnm n 4 000 nmueHsnn UEM.
[lepcnekTmnBa [MpogneHne nMUEH3nn B crneayrowem rogy + AoKynka NULEH3Nn B 3TOM roay.

4 RUDESKTOP
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600 000+ 300+ 20+ [0 120 000

3arpysok RuDesktop KpynHbIX NUIOTOB OTpacnen busHeca OAHOBpPEMEHHbIX NOAKTHOYEHUN

Baw pabounn
cTon Ynpasnenuwe yaaneHHbiM pabouum
CTONOM

I 128 280 630

S5yx28q

ABOeeB Anekceu
. +7 91375092 09

¢ a.avdeev@rudesktop.ru
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