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O0bLeauHAN N BNacTBYMU:

LleHTpanm3aumns ynpasneHus
Nnonb3oBaTenaMm C MNOMOLLLIO CNYXKObI

katanoros MULTIDIRECTORY

N CUCTEMbI OBYXJAKTOPHOWU
ayteHTndpumkaumn MULTIFACTOR
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MULTIDIRECTORY

Poccunckasa cny>xba kaTtanoros
MultiDirectory ¢ oTKpPbITbIM
MCXOAHbIM KOAOM U 6ecnnaTHOM
Community-Bepcunen

MULTIFACTOR

dniarMaHCcKuUiM NpoayKT
KOMMaHUN — CUCTEMaA
MHOro®akTopHOM
ayTEHTUPUKALNUN N KOHTPONSA
[0CTyna A8 BCcex BUOoB
yAaneHHOro NoAKNHYeHNA
MULTIFACTOR
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MULTIPUSHED

[ OTOBbIN UHCTPYMEHT AN
OTnpaBKu push-coobLleHnin Ha

nobble ycTponctea n OC
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Cny>xba kaTanoros
MULTIDIRECTORY

Poccuimnckmn aHanor Microsoft Active Directory



/\  OCOBEeHHOCTH npoAykTa — 6UsHec-npenmyLLecTBa
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v PaspabotaH Poccumnckum seHpgopom MYJ/IbTUDAKTOP -
o 3almTa OT CaHKLU UMK .
o MoHATHbIN U NPOCTOU UHTEpPENC
v bbicTpoe pa3sepTbiBaHME U HACTPOMKA . i
9 OTKpbITaa AOKYMeHTauuA
o MpocToTa nHTerpaumim ¢ pasIMtuHbIMMU cMCTeMamMmu
(Habop atpubyroB mumukpupyet nog, MS AD)
i BctpoeHHaa noaaepKKa 2FA ana nporokonos LDAP, Kerberos w

HTTP ¢ ncnonbsosanmem obnauHoro cepsuca MULTIFACTOR -
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Hannune WebAPI | [lopaepxka | NHTEerpmpoBaHHbIN
' npoTokonos LDAP/ Kerberos-cepsep
LDAPS

4

DNS cepBep Ha 6a3e BCTpoeHHas
BIND9 ' * nopaepxka 2FA
oT MYJIbTUDAKTOP
4
L 4

¢ HacTpounka ceTeBbIX
BO3MOXHOCTb NONNUTWK OOCTYNa
NOAKMOYEHNA BHELLHNX C MrMBKON HaCTPOWKOU

DNS cepBepoB MCNOMb30BaHUA 2FA
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Self-Service
Portal

NHCTPpYMEHTDI
pa3paboTumka REST API
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VUYETHbIX 3anucemn

o MULTIDIRECTORY —cny»6a KaTanoros
oT MYJIbTUPAKTOP

® Active Directory

® |inux Astra Directory
® NPS
® Samba 4

® Freeipa


https://multidirectory.ru/
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OTeuecTBeHHbIe U 3apy6eXxHble VPN-wumo3bl Linux Windows SIEM-cucrtembl
e UserGate e CheckPoint e SSH e Windows Logon e MULTIFACTOR coBmecTVM
: c SIEM-cuctemamun
- Cisco VPN

e C-Teppa ° e SUDO ¢ 6narogaps NoAAepXKe
e Kpuntollpo NGate e FortiGate e OpenVPN e RD Gateway CTaHOAPTHbIX NPOTOKOJIOB.

KOHTUHEHT 4 Mikrotik NPS
° ° e PAM °
o ldeco UTM o OpenVPN e U p.

e Wnap.

e PYOUVKOH

.- B ©

O6nauHble NpUNoXXeHusa, BUpTyanusayua, web VDI Apyroe MO

e SAML e Huawei Cloud e VMware Horizon o CKAIY AnTu-bactmnoH

e OIDC e AHOeKkc.O6nako o Citrix e 1C-Bitrix24

o OAuth-npunoxeHus e Beb-caiTbl e Remote Desktop e Touku goctyna Wi-Fi

o MoBUNbHbIE MPUNOXKEHNSA e 1 ap. o VAP e Bce Desktop-npunoxeHus

o Outlook Web Access (OWA)

e VMware


http://multifactor.ru/docs/vpn/usergate-2fa-vpn
https://multifactor.ru/docs/vpn/s-terra-vpn-2fa/
https://multifactor.ru/docs/vpn/ngate-vpn-2fa/
https://multifactor.ru/docs/vpn/continent-ap-vpn-2fa/
https://multifactor.ru/news/multifactor-sovmestima-s-mezhsetevym-ekranom-ideco-utm/
https://multifactor.ru/docs/vpn/checkpoint-remote-access-vpn-2fa/
https://multifactor.ru/docs/vpn/cisco-anyconnect-vpn-2fa/
https://multifactor.ru/docs/vpn/fortigate-forticlient-vpn-2fa/
https://multifactor.ru/docs/vpn/mikrotik-2fa/
https://multifactor.ru/docs/openvpn-pamradius-telegram/
https://multifactor.ru/docs/linux-ssh-2fa/
https://multifactor.ru/docs/linux-sudo-2fa/
https://multifactor.ru/docs/openvpn-pamradius-telegram/
https://multifactor.ru/docs/utility/windows-logon-2fa/
http://https/multifactor.ru/docs/windows-2fa-rras-vpn/
https://multifactor.ru/docs/windows-2fa-remote-desktop-gateway/
https://multifactor.ru/docs/nps-radius-adapter-2fa/
https://multifactor.ru/docs/self-service-portal/windows/
https://multifactor.ru/docs/oidc/
https://multifactor.ru/docs/oidc/
https://multifactor.ru/docs/outlook-web-access-2fa/
https://multifactor.ru/docs/saml/vmware-vcloud-director-2fa/
https://multifactor.ru/docs/saml/huawei-cloud-2fa/
https://multifactor.ru/docs/saml/yandex-cloud-2fa/
https://multifactor.ru/docs/integrating-dotnet-core/
https://multifactor.ru/docs/vmware-horizon-2fa/
https://multifactor.ru/docs/citrix-radius-2fa/
https://multifactor.ru/docs/windows-2fa-remote-desktop-gateway/
https://multifactor.ru/docs/it-bastion-2fa/
https://multifactor.ru/docs/apps/bitrix24-2fa/
https://multifactor.ru/docs/wifi-ap-2fa/
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MULTIDIRECTORY

Poccunckasa cnyxxba Katanoros
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CuctemMa MHOropakTopHOW
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PUSHED
MULTIPUSHED

CepBUC push-yBegoMneHUN




