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OBJIAKO CLOUD4Y B LIVIOPAX

3
15 la8

B Poccun
TOIl B perTuHrax ¥ 3a pybexxom

JleT BHeapSeM 0671a4HbIX 1POBaliAepoB
06/1aYHbIe peLLeHMs Poccun :
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AKTYAJTbHbBIE SATTPOCHI PbIHKA

* HeobxoanMOCTb pa3rpaHMyeHna NpefnokeHns Ha MUPOBOW W BHYTPEHHNI PbIHOK

* HeobxoanMoCTb B3aMMOLeNCTBOBATb B YCII0BUAX CAHKLMIM C MHOCTPAHHbIMM
KNMEeHTaMn 1 NOCTaBLUMKaMM

*  UundpoBnzauna sBcex HanpasneHuin busHeca, He0OXOAMMOCTb BbIHECEHWSA NOKAL W
3a npepenbl MockBbl 419 MUHUMU3AUMKM TEXHOTEHHbIX, COLLMANbHbIX,

TEPPOPUCTMYECKNX YTPO3

* Pa3BuTne cepBrCcoB MHPOPMALMOHHON be3onacHoCTY, ykecToueHre TpeboBaHUii K
obpaboTke 1 xpaHeHuto [11H

* Pa3BuTne cnctemM 31eKTpoOHHOro NPaBUTENBCTBA U yCUleHHasa LMPPoBM3aLIMG B rOC
CTPYKTYypax

 Pa3Butne KM6ep-ﬂpeCTyﬂHOCTI/I N KaK criefcrBue yxKecrtodeHne KOHTPOJid Hall

EST. 2009

NCMNoJib30BaHNMEM CpPeACTB l/lHq)OpMaLLl/IOHHOVI 3allNThI @CLOUW

#1 KOPMOPATHBHbIH OBNIAYHBIM MPOBAHEP

3



POCCUMCKIVI CEFTMEHT OBJTAKA CLOUDA4Y

« 2 [ara Llentpa 8 Mockse (Tier ], pacctoanume ok 10 kM

e
. [apaHTupoBaHHbIi Uptime SLA 99.982% [! etk @) Juniper  FUJITSU
. Arrectaumsa Y3-1, 1K, 1T, ceptudukaums 1SO, PCI DSS # vmware GicLoubian VEEAM
« [natpopma VMWare, annapaTHble U NpoOrpaMMHble peLleHund B Microsoft (&) 1c-urPuke 7 DrWEES
Ent Ise-
MUPOBbIX MAepoB Enterprise-yposHs s
« 50+ laaSwn Saa$S pewennn, BkIOYaA PARTNER
.
« OtkazoycTonymBble obnadHbie cepBepa, cepeepa ¢ GPU
« QbnayHble cepsepa no ®3-152 (17, 21 npukassl PCTIK) vmware /7

CLOUD ('

VERIFIED

« [eo-pacnpepgeneHHble pelenns disaster recovery [DRAAS)
* PeweHund xpaHerua gaHHbix (S3, NextCloud)
* YpnaneHHble paboune ctonsl VDI,

« KopnopaTtuHaa nodta Exchange, 1C B obnake

EST. 2009

* PeweHna besonacHocTn 1 ap. @CLOUM!
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HALL ATTECTATBEI M JTTMUEHSWIN OCTEK, ®CH

ANMUEHINS PEASPAALHOI CAYXKESBI N0 TEXHUYECKOMY 11 SKCNOPTHOMY KOHTDOAKD
HO ASSTEABHOCTS 10 TEXHUYECKOT 3OLLUITE KOHCDHABHLIMOALHOM HHCDOPMOLUI
PEMICTDOLIMONHBI HOMED 2446 OT 30 CEHTAEPS 2014 FOAG

LIEHTP 110 IMCHSHPOBAHHIO, CepTHOHKAILIH M aTE
rocyzapersenmoit Tafine OCH Poccin

, cepna KW 0143 |

IS ————

\/

SUAEPAIBIAN CAYiny
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LLEHTP BE3OMACHOCTM (e T € (il ) n .

UHPOPMALIMOHHBIX CUCTEM S UGG LD I gl N e Q) - a mipon: orpaduiccn) cpezern, crcres
AR .

HA AESITENBHOCTb MO TEXHUYECKOW 3AWNTE HA AEATENLHOCTb MO PASPABOTKE 1 e P06 ki 75 ates e
KOH®WAEHLMANBHON UHOOPMALIUMA MPOU3BOACTBY CPEACTB 3ALIUTLI by ) cpexcrs,
Perncrpammonnuit nosiep 2901 ot 24 wam 201671 KOH®UAEHLMANBHOU MHOOPMALMMK 2 e Y S \d
Tiensan apedocmetvene | OGITYY o Urpmrabimok OTRSTSTBmOCTER Pernctpamonunik mowep, 1555 ov 24 x| 2016r. & . i e St
o 3 n ' ™ cc) Y ACTB,
ATTECT AT COOTB ETC l/l 9] 100:?!::1\;(»0.; Tuuensus npedocmasiena Obecrsy ¢ or p.nug;;«[u;(»: :)rmrmcmlofrhm SRy i %
A (000 «®IEKCy) b sindi A

OFPH 1157746911816, MHHH 7743122379

TPEBOBAHMAM MO 3ALLMTE

Adpec mecma naxoxcoenun: OFPH 1157746911816, WHH 7743122379 AR ®Y i I S MRy S0

pCANPHRIMATENS)

[/] H ¢)O P M A LLI/‘ VI 125212, r. Mocxksa, loosusckoe mocee, 1. 8, kopn. 2A. Adpec smecma naxoncoenun:
Adpec mecma ocy » auda 125212, r. Mocksa, T'onossiiekoe wiocee, 1. §, kop. 2A
125212, r. Mocksa, Fonommickoe mocee, 1. 8, kopn. 2A

Adpec mecma ocy ” auda
| r. Mockna, lonosinekoe moccs

8, kopn. 2A
Ilepenenn pacom, na Komopwe PacRPOCIPANACIICE HACMORUAR TUKENIUR
PAIPABOTRE CPEACTS AUNTEI KONGUACHINATEHON  WHPOPMANMME | IPOTPINMILIY

Biuwa pador (yeryr), B cocrae y BIaa e crit, &
cooTnereT ACTHIO 2 CTaTHH 12 (DERCPATMIOND JaK0HA «O THIEHSHPOBAHIN OTACTLHMX BHION

Ilepeuens paGom u yC1yz, Ha KOMOPHIE PACHPOCHPANAEMCR NACMORIGN AUNENTUA: &
g —

KowTpon or

y : et "

b popiraeti T AT R Eacene (TPOTPANMHO-TEXHNNECKIX) CPEACTS SAUINTH WHAOPMALIN, JAULMIICHNHX NPOTPRUNKLX oo, npesyeuoTpenIAE mykTaun 2,3, 8,9, 12, 13, 14, 13, 17, 18, 20, 21, 22,25, 24,2,
R A R (TpOrPANMHO-TEXHIGEKIEK) CPEACTS OOPRSOTKH MINPOPMALDON; DOrPaMILLX (IPOFPANMHO- 26, 27, 28 nepeuns ot veyr,

nowewenni <o cpeaCTEaMI saunrre: TCXHHYEEKIEK) CPRACTA RONTPOA SALLIMILENNOCTH HIBOPMALIKG ¥ B cpeactn,

TS ——— HPOIIBOICTBO CPEACTB IAMNTI i i ¢

(IPOrPANMHO-TEXHISECKHX) CPECTS SAUINTH- MIPOPMAIIY, JAUGILIENNIX (POrPAMMIIH
(IPOCPAMMINO-TEXHNUEEKHX) CPEICTH OOPADOTI MINPOPMILAM, FPOrPAMNIILLX (RPOTPANMIO-
TCXIHACEKIY) CPEACTA KOHTPOAR HUIIEHIOCTH iGoPMaLIH.

luuensur npedocmasiena

wa ocuosanuu npusaza ®CTIK Poccunom 24 sas 20162 % 216-1
em Geccpouno

x I ¥
Pocenitckoli Deaepaiin ot 16 anpeas 2012 r. Ne 313,

Hactonmas

YCTANODKH, MONTAX, WCOMTANMS, PEMONT CPEICTH JAUINTM  MHGOPMAUMI
(APOTPAMMMLIX (TPOTPANMMO-TEXHNYECKIX) CPEACTB JALIITE MHBOPMALIN, SAIMICHHIX
p cpeacts opaborin
) CPeaCTS KONTPOA
Juuensun npedocmasiena
wara ®CTIK Poccuu om 24 mas 20162 M 2162

[t —— e, s (8 €TpSBE, cCa e

L ST T O E o by
OBUECTRY ¢ OFpAHKHEHHON OTRETCTBEHHOCTIO (Dekeh (OO0 «DIeKH)

BbiaaH: 29 mopra 2023 roaa

Samccrittenn ApekTopa

JavecTHTens WMpeKTOp

OchoBHoM rocyaapeTBERN PErMCTPALHOHLE HOMED JOPHINIECKDNO AHIA (WHANBIAYAALHOTO

apeanpumnareax) (OFpH) 1157746911816

% s 7743122379

EST. 2009

d . ® CLOUDAY

. 4 : i #1 KOPMOPATMBHbIF OB/NA4HBIM MPOBAH/EP
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PELLUEHNA MICROSOFT

JInueHsnoHHble pewenna Microsoft gna busHeca no napanaensbHOMy UMAOPTY

VI apyrune peweHns.

Microsoft Office 365 Business Word, Excel, Outlook, PowerPoint, a Takxxe obnauHbie cnyxbbl

B

Project Plan 5
Microsoft Power Bl &
Microsoft Dynamics 369

KopnopaTtneHada nouta Exchange B obnake

EST. 2009
CLOU
@CLONN%CTIVITY %FEH!:QAH%!

@20PYM ANR NPOCECCHONANDE
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TYPELKMI CETMEHT OBJIAKA CLOUDA4Y

LOL TIER Il Crambyn, Typumnd

* Murpauma nHGpacTpykTypbl B Typumio
« BzaumopeincTBmne B yCNOBUSX CAaHKUMIN C MIHOCTPAHHBIMU KITMEHTAaMM M NOCTaBLLMKaAMM
« XpaHeHue pe3epBHble KONNK AaHHbIX 3@ pybexxoM Ana MUHUMU3aLUMKU PUCKOB

* Bo3MoxHoCTb ncnonb3loBaHmna umnoptHoro 10, ckaunBaTe 0OHOBAEHWS M NaTyK,

obuiaTbcs ¢ Texnoaaep>KKou

[TpepnoxeHne Cloud4Y

* becnnaTtHas Murpaums MHGpacTpyKTypsl

* Onnata B pybndax, eBpo nnv nmupax

EST. 2009

° CTaH,EI,apTHbIe cepBUNCHI ©CI.OUD4Y

#1 KOPMOPATWBHbIH OBIAYHLIH NPOBAWAEP
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NMITOPTOSAMELLEHHOE OBJIAKO

OtpensHoe obnako ana KWW: poccuiickoe obopynoBaHue n cepTudurumpoBaHHas cucTeMa BUPTyanm3aummn.
* [lpeaHa3sHauveHo anga KW n ITIC ¢ nocnepytoulen atrectaument Ha TpeboBaHmna besonacHoCTH

* Dbe3 HanoxeHHbIX CPeACTB 3aLMTEl BUPTyanm3aumm
«  Poccunckne ceptudunumposaHHbie PCE n GCTIK cpeacTsa 3aWmnTbl MHGOPMALUY

« Poccuitckoe obopynosaHue 13 peectpa P3M (MunnpomTtopra Poccun)

ACUARIUS S v
@ ViPNet ENScees  CAEAAHO
PYCM3K B POCCH1A

KUBEEPMPOQTEKT

EST. 2009

© CLOUDAY

#1 KOPMOPATWBHbIH OBJIAHHLIH NPOBAWAEP

88



SALLINTA MHOOPMALNI A
OBJIAHHAA NHOPACTPYKTYPA

_

. BocTpeboBaHHbIe cepBMChl MHPOPMaLMOHHOW be3onacHoCcTH B obnake

« Otkasoyctonumsslin cepauc [OCT VPN (VIPNet, C-Teppa, KontuHeHT]

« [lookmoyeHne K CeTAM 3/1eKTPOHHOro NpasuTenscTea (cets CM3IB]
« Cepsuc besonacHoro goctyna k seb-npunoxernam (FOCT TLS wndposanune, DDoS 3auwins (
« PelweHna angd nosbileHUsd JOCTYMHOCTU U 0TKa30yCTONYMBOCTY KIMEHTCKUX CUCTEM '\,
*  ApxuTekTypa obnaka Uckn4varoLlad eAnHble TOUKM 0TKa3a

* KnacTepHeble pelleHuns ¢ reopacnpefeneHnem aasa cepsrncos be3onacHoCTy

2. CobCcTBEHHbIE KOMMAETEHLMM MO aTTeCcTalnn 1 oLeHKe COOTBETCTBMA TpeboBaHmaM be3onacHoCTy
« [lpoekTnpoBaHue 1 BHeapeHne cucTeMbl beaonacHoCTn MHGopMaLmnm

* ATTecTauud Ha cooTBeTCTBMe TpeboBaHMM be3onacHoCTV MHGOPMaLMK

« (CornacoBaHuve NPOEKTHOW AOKYMEHTALMM C perynsaTopamMu

*  AyauT 3alUMULEHHOCTM

. [Mopkntouyenne nuppactpyktypsl kK OCCOMNKE @ESTEQLOUMY

#1 KOPMOPATHBHbIH OBNIAYHBIM MPOBAHEP

w
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SALLUWNTA OT ABTOMATWHECKOI O YAAJTERHVA JAHRHBIX
NHUMOEHT GOOGLE CLOUD & UNISUPER

Google Cloud Accidentally Deletes UniSuper's $125 Billion Pension Go?gle Cl'()]']'d E{CCldentally dEIEtes
pecount. Cooglecieea el boves insuperpersintins. UniSuper’s online account due to
‘unprecedented misconfiguration

Google Cloud ygannn 6asy gaHHbIX KpynHenwero neHcMoHHoro ¢oHaa Asctpanuu UniSuper. AkkayHT yoanunm ns-3a
«HenpaBubHoi KoHdurypaumm». Okono 600 000 yuéHbix, xpaHnBLmnX B poHae cabiwe $120 Mapa e Moran Heaeso

3alTN B CBOM akkayHTbl. Cnac UniSuper - bekan y apyroro obnavHoro nposangepa.

Q UniSuper
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COBJIOLEHVIE STATTHOCTV TPV O TKITHOHEHWA BM U
YHAJTERNWN AKKAYHTA KITMEHTA

Ynanenue akkayHTa no MHMLMaTUBE KINEHTa 3afiepxka onnartel / «nponaxa» kmeHTa

« 3agBka Ha oTk/ItoYeHMe / yaaneHne obuLManbHbIM MUCHMOM «  [octonnata ong top. nuy (oo 30 gHen)

» [lpouecc Ha yoaneHue nHnymmpyet Pl « QOTcpouka nnatexa no rapaHTuitHoMy nucemy (go 90 gHen)
* YBepomneHue npuxoauT knmeHTy, Pl1, koMmepyeckomy * YBeAoMJIEHME 0 MPOCPOYKE OMnaThl M NpedynpexneHne o
OVPEeKTopY, reHepanbHOMY AMPEKTOPY MPUOCTaHOBKE AOCTYNa HanpaBAseTCs Mo NOYTON 1 3BOHKaMU
* YpaneHue akkayHTa KIMeHTa NponcxoamT B 3 aTana ¢ MO BCEM KOHTaKTaM MHOTOKPAaTHO
npomexytkom B 10 gHen (d4epes 30 gHen) « [lpu oTcyTcTBMM onnaThl / 0bpaTHo cBa3n Pl nHuumnnpyet
1. Beikntoyvatotcst BM (x, x+10) npouecc npuoctaHosku goctyna (go 20 gHen)
2. Ypanerue BM (x+20] * [lpouecc Ha yganernue nHnummnpyet Prl
3. Ypanenwue 63kana (x+30) * YpaneHue akkayHTa KIMeHTa NpoMcxoamT B 3 3Tana ¢

npomexyTtkom B 10 gHeln [yepes 50 gHewn)
1. MpuocTtaHoska goctyna (x
2. Boiknwouaoted BM (x+20, x+30]
3. Ypanexwue BM (x+40]
4

Ypanenue 6akana (x+50) H




[TPEVMYLLECTBA CEPBWCA CLOUDA4Y
[P OTKITHOYEHWW / YOATTEHN AKKAYHTA KITMEHTA

« CobnoaeHre CTporom asTanHoCTK

 Bce npoueccbl 3aryCckatoTcd oTBETCTBEHHBIMUW TMUaMK, B COOTBETCTBMIN C BHYTPEHHWM pETrTIaMEHTOM

* [locTtonnata no 30 oHewn
* Otcpoyka no rapaHTMnHomMy nucemo oo 90 gHen

* Bo3moxHa npuoctaHoBka BM, gaHHble He TepAtoTCH

12



MNoJIHAA4 aBTOHOMHOCTb [3J'IeKTpOCHa6>KeHI/Ie OT ceTew, ra3oreHepaunad, gnseiib,

,DIATA |_|| E HT P D CA—Y 1 - MAPCD |/| H O ( Beopn B akcnnyaTauuio — jekabpb 2024,

1 atan 1200 ctonkomMecT

\

MO, r. Mbituwin, c. MapoutHo, 24 mun o1 MKA/L

4800 ctonkomecT, no 40MBT sHepromouiHocTH

[IpoekTMpoBaHMeE C y4eTOM NocaeayouLero NPOXoXAEeHWS MexXAyHapoaHOM
ceptudukaunn Uptime Institute TIER3 n TIER4 [SLA 99,995%)

KomnnekcHoe npeanioxeHve Mo pa3MelleHnto, 0baayHbiM U CEPBUCHBIM
ycnyram (rubpua, collocation, obnako v ap.)

Bo3MoxxHOCTb pa3MelleHms HonbLIOro Kos-BO CTOMKOMECT B €MHOM KOHType

PesepBupoBaHue Bcex anemMeHToB MHGpacTpykTypbl LIO/,

[lpenBapuTENBHbBIN reHnaaH

HE3aBUNCKMMOCTb OT Ll,eHTpaJ'IbHOVI CNCTEMBbI BO,EI,OCH86>KGHI/I<F| [CBOVI CKBE])Kl/leI]

Beicouyanwmnin ypoBeHb besonacHocTu, BkatoYad 3aumnTy o BITJIA

Kpyrnocytounas cnyxba akcnnyataumn LLIOL n nprema 3anpocoB 3aka34mlKoB 657200

& CLOUDAY

#1 KOPMOPATMBHbIF OB/NA4HBIM MPOBAW/EP
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